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1 INTRODUCTIGDAMICB
1.1 SYSTEM REQUIREMENTS

Minimum requirements are depending on configuration/ cameras and activated modules/ options.
Recommended ptform [Minimum requirements for standard version without options in brackets]

A Microsoft®Windows11 & 10, WindowsServer2022 &2019 (21H2)

Intel®Coret i5-11500Processor4,6 GHz [Inteét Atom N2800, 1,8 GHr better]

8 GB RAM [2 GB RAM]

Graphics card for Full HD resolution [minimum 1280x1024], (dual head recommended for
Adv. & Enterprise Client)

1 GB free hard disk space for installation

Installed TCP/IP network

1 USB port for dongle fdgnterprise Clientoptional, providedthat no extensionmodules are

in use)

To Io Po o Io Do

Additional for CamlQ Server
A Additional hard disk space dependingrequired recording time (typical min. 250 GB per
camera)
A 1 USB porfor dongle(optional for online licenses)

Please note: Additional information about system & hardware requirements as well as compatibility
can be found in the FAQ area on our website: www.camig.net

The use of this software is subject to the corresponding End User Licence Agreement (EULA) of
rosemann software GmbH. The Bdser Licence Agreement can also be found on the internet at
www.rosemannrsoftware.de.

Please read the End User Licence Agreement before installing and using the software.

1.2 TECHNICAL SUPPORT

If you have any questions or do you need help forittgallation, do not hesitate to contact our
technical support.

E-Mail: support@camig.net
Serviceline+49(0) 431 799 6920
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2 CAMIQ &SATELLITE
2.1 PRODUCT DESCRIPTION

Thank you for having chosen this higiality software product. It allows the convenient recording
and evaluation of images from sources such as camera servers and cameras.

The server module enables multser simultaneous access to the management saftyallowing

live image display and the evaluation of permanent tracks as well as alarm entries. Commonly
available IP camera types and camera servers can be used as image sources; tilt swivel camera
models can be employed as well. A specially patenteepeontrol field has been integrated to
regulate the control of standard network cameras.

In addition to its recording functionality, the software supports alarms via motion detection, the
control of relays, manual recording, professional alarm procgdsinctions (alarm actions), live

image recompression for the evaluation of narrtyand connections (ISDN or UMTS, for example)
and many other useful functions which will be covered in this manual.

The evaluation software can run on PCs in the backgramddwill automatically be switched on in
case of an alarm event (configurable). Moreover, it is possible to integrate the server module within
higherlevel software applications and thus create the basis for setting up very large video units.

We have incgporated all of our expertise as well as many years of experience in the area of video
surveillance into this product. In our view, the user interface provides the optimal compromise
between easy operation and installation while also effectively covelirgf the reallife demands in
actual practice. Thus, we hope that you will experience the handling and operation as smooth and
simple while fully meeting your demands for a truly professional video surveillance system.
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2.2 INSTALLATION

2.2.1 CamlQServer Installation

A Please download tpe current CamIQ Version from our websiter.camig.nej and start the
G{ SUidzZLJPSES¢d® ¢KAA Aa I GeLAOI Tt etdayydunmmosh yaidl €
likely already familiar with. Simply follow the installation instructions presented on the screen.

A Before the data is written to your hard drive, you can select the type of installation desired from
the menu.
Please select the type ofstallation.

L] Setup - CamIQ 8 — X

Select Components
Which components should be installed?

Select the components you want to install; clear the components you do not want to
install. Click Next when you are ready to continue.

CamlIQ Server + Webserver + Directory Server/Gateways 7
[m] Clients 77,0 MB A
“[v]Manager 77,0 MB
“[_]Enterprise 174,5 MB
Server 354,2 MB
*[v’] ONVIF Components
Streaming Server 30,0 MB
Directory Server/Gateways 166,3 MB
~[~]LP Middleware 44,3 MB
[ A Middlawara 272mr Y

Current selection requires at least 588,0 MB of disk space.

Back Next Cancel

A Confirm your selection with a click on "Next". The installation will continue from here. Simply
follow the instructions as seen on the screen until the installation is complete.

Please noteThe "Custom Setup" option should only be usgdnformed technical staff. It offers
the possibility of changing the installation path and installing further special device drivers.
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@ Setup - CamlQ 8 - X

Select Components
Which components should be installed?

Select the components you want to install; clear the components you do not want to
install. Click Next when you are ready to continue.

Custom Installation v
[m] Additional Modules/Services 4,7MB A
Dispatcher Discovery Service 4,7 MB
[ ]Monitor Wall/Decoder Interface 29,6 MB
[ Direction Detection/People Counting 21,6 MB
[ _]TCP/IP Eventserver 8,5 MB

D POS/ATM-Interface 34,2 MB

[ ]Interface for ReinerSCT timeCard 5,7 MB
~[Jupdate Server 3,3 MB

[ 1 Manitarina far Dramico az7oma Y|

Current selection requires at least 588,0 MB of disk space.

Back Next Cancel

ALY GKS aa2RdzZ Saa aSOlA2y @&2dz Oy Ayadlrftf | RRA
CamIQPOS/ATM Intdaceor update services

A Furthermore, you can determine if the Web Client should be installed.

A Activate the "TCP/HAlarms" module in order to install a TCP/IP interface for alarms.

A {StSO0 GKS daARRfSglI NSk2So [/t A&gdiaracdeys toahdR S NJ i
server using a browser.

ALy GKS a/tASyilaég aSoOutrazy &2dz Oy asSt Soi
Enterprise can also be installed.

=
R
(s}
[N
A
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2.2.2 License Activation
License activation automatically takes place in Caml@guhe order process. As part of the

delivery you will receive a listing of everything that has been activated as an .pdf and .xml file.

Dongle Information

Report for Dongle 100-300003-B7

rosemann
software

Date: 22.06.2015

Comment:

Activations

Art.-No.|Description Licence Number |Activation Code

20001 |CamiQ . xx ]

End-User Registration

CamlQ-1D: 10000 Street: Fraunhoferstr. 13
Street (2):

Name/company: rosemann software GmbH ZIP: 24118

Name/company (2): City: Kiel

Contact person: State:

Addition: Country: Deutschland

11
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2.2.3 CamlQVanager Installation

A Download the current CamlQ version from the websgitew.camig.netr Y R NXzy (1 KS a&
file.

A This is a typical Windows installation procedure similar to those that you are mogtdikehdy
familiar with. Simply follow the installation instructions presented on the screen.

A Before the data is written to your hard drive, you can select the preferred type of installation
from the menu.

L] Setup - CamIQ 8 — X
Select Components

Which components should be installed?

Select the components you want to install; clear the components you do not want to
install. Click Next when you are ready to continue.

CamIQ Client Station v
Clients 251,4 MB A
“[v]Manager 77,0 MB
“-[v] Enterprise 174,5 MB
[ ]server 354,2 MB
“-[_] ONVIF Components
[ ]Streaming Server 30,0 MB
D Directory Server/Gateways
~[]LP Middleware 44,3 MB
[ IMiddlawzra 27 2 MR

Current selection requires at least 212,0 MB of disk space.

Back Next Cancel

A Select the CamlIQ Client installation.

A Confirm your selection with a click on "Next". The installation will continue from here. Follow the
instructions as seen on the screen until the installation is complete.

12
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2.3 THE CAMIQ SERVER

The CamIQ server is thertral unit. The server receives and decodes the video data, records it and
forwards it to connected clients.

2AG0K 2AYyR2ga 1T aSNBAOSa OFyQd AYyUGSNIOG 6A0K
Server is only visible, if it is used as aplagation.

@ CamiQ server D,

Server Info (1) Active Users (3)

Administrator

Server Login

Commands (5)

Configure Restart Shutdown

~
N\SERVICESETTIN(

Copyright © 2019, 200 ann software GmbH (Germany). Al rights

2.3.1 Server Information

Various items of information concerning the current operating status of the server are displayed in
the "Server Info" aregl):

- The software version of the server application

- The TCP/IP address and the port in use

- The operating time (runtime)

- The current pocessor workload

- The number of pictures the server receives, records and forwards to client systems per

second

2.3.2 Status

The status displaf2) shows you the protocol of the executed server processbs initialization of a
track, for instance.

13
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2.3.3 Actiwe Users

Under "Active Userdq3) you will find a record of all connected users along with their IP addresses
and the duration of their connections.

Please notein the basic version a maximum of 5 users can be connected simultaneously.

2.3.4 Server Login

In order to activate the buttons in the "Commands" ai@3, log in at the login screef@) with a user
account that has the right to log in at the server console (see ch@pter

2.3.5 Commands

After you have logged in, you can operate the butt@®)s
A By clicking on the "Configure" button, you can open the Manager.
A By clicking on the "Restart" button, you can restart the server application.

A The "Shut Down" buttomllows you to shut down the server application.

14



@ Cam

CamlQ 8.0

2.4 SYSTEM CONFIGURATION
Please noteWhen you configure the server from a client system, some options will not be

available. You will only be able to access these when you operate the Manager directly at the
server station. If an option is affected by this, it will be covered in the relestzagiter.

2.4.1 Login

Several options in the login screen are available to you.

A Under "Connection{1), enter the IP address and the port of the LP Middleware at "LP
Middleware". Now click ofOpen server list" and select which of the CamIQ servers from this
"Server" list you want to connect to.

A In order to log in, you must enter your valid account credentials in the "User" and "Password"
fields(2).
The Manager supports the fouwrye- prindple for passwords which can be activated by clicking
on the corresponding button.

A Additionally, you can activate the "Bandwidth Optimization (WAN)" by which the use of the
Manager will be optimized (how to configure the bandwith optimization will beeoed in
chapter2.4.8.9.

Please noteOnly activate the bandwidth optimization in a WAN. It should remain deactivated in
a LAN because the picture quality will be reduced.

15
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A

When using the foueye-principle, two passwords are needed in order to connect. The use of

this function requires thathe user account in question has been configured with a
corresponding four eyes password (see chapter 3.15).

Please noteAfter the installation, you can log in with the user name "Administrator" even
without a password. For security reasons, pleaseogihé "User" menu and change the
administrator password as soon as possible (see chapter 3.15).

Click on a desired flg§) at any time to change the language accordingly.

After entering all required data, click on "Logi{B8)to log in.

To log out, lick on "Logout'(3).

By clicking on th&) tool symbol you can change your current password (provided you have

been granted the necessary permission by your adminstrator).
You can cloose between alternative login methods area(7):
- Logging in witlyour standard browser: Enter a fixed user name for the value

G{dFyRFNR! @aSNblYSTé¢ Ay (GKS O2yFTAIDPAYA
this login method the user name entered is applied automatically.

FAES Ay

- Logging in with the current Windows user: Use the active Windows login for authentication
over a Windows Active Directory server. The application will require access to an AD server

(requires an additional CamlQ license and compatible Windows vejskorsdetailed
information please contact CamIQ Support.

- Logging in witta temporary user: This type of login makes it possible to login by means of an

ABltransponder. The prerequisite for this is a compatible ABI installation and anradd
module. For detailed information please contact CamlQ Support.

You can return to thiscreen at any time to log out or change the language settings by selecting

the tab "Info" (4).

16
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Please noteif a login is attempted with an incorrect password, the login will be disabled for 15
seconds after the I0attempt.

Info

A If this messagappears, it means that another user with server configuration rights is already
logged in. Multiple users will not limit each other's activities but they should nevertheless
coordinate their actions to avoid actions (i.e. configuration activities) thaldconintentionally
lead to incorrect user settings.

Once you are logged in, you can use the various tabs available to navigate to other Manager areas.
To open the Manager's configuration section, select the "Configuration" tab.

17
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2.4.2 Server Status

When you click on the "Configuration” tab, you gain access to the "Server Status'()&rithin
the "Status/Info" function grougl). This menu serves primarily for diagnostic purposes.

A The server application versidadisplayedunder the iteméSoftware Versiofi(3). A "Server
Version" and an "Internal Version" will be indicated; both refer to the server.

A Inthe "External Arming" sectio@) (see chapte@.4.13, the external arming status will be
displayed. If the status is 0, then no arming contaas been established. If the status is 1,
however, a contact has been made.

The numbers seen in connection with "Configuration for Standard Operation" and "Configuration
for Event Handling" refer to the configuration settings in the menus "Standard Opetdsee
chapter2.4.9 and "Event Handling" (see chap&#.10 and indiate which are currently active.

A All established tracks (see chap®#.8.9 are displayed in the field "Track Li€F).

A The line "Camera StatuB) offers information concerning the analog connections assigned.
Green indicates an occupied connection, gray indicates an open one.

A The line "Recording StatugT) shows which traks are currently being recorded. Green indicates
an active recording while gray marks the tracks that are currently not being recorded.

18
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A

The information displayed in the field "Server Informati¢8)'is the same information that can
be seen on the servaronsole:

- The number of users who are currently accessing the setrdrdnt of the bracket you can
see the number of users logged in who are using a user login subject to license. Within the
bracket you can see the actual number of loggedsers, including CamlQ system users who
are exemp from licensing.)

- The server runtime

- The current CPU workload

- The number of images the server is currently receiving, recording and forwarding to clients

In field (9) you have the option of restarting theerver or running the "Client Updater" to bring
the Manager status upo-date.

When you select a track in the field "Track L{8), additional information about this track will be
displayed in the section "Selected Track Information in Defdl). Theserver displays the image
data in graduated blocks:

- The amount of image data in the current block in kilobytes

- The overall number of blocks written to in this track (up to now)
- The oldest unlocked image entry in the track

- The number of images written pdlock in the track

- The average block size in the track in kilobytes

- The number of the current block

Furthermore, three progress bars furnish additional information about the track:

- The progress made writing the current block
- The progress made writirthe current image
- The amount of the locked areas in proportion to the total track

There is also an additional "Recording Statistics for the Selected Ttd¢kém which can be
selected in the "Track List" fie(8). These statistics evaluate the tr&kurrent recording
duration. The longer the measuring period, the more exact the representation.
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2.4.3 Protocol

A The protocol messagés) record all server processes.

A By setting filterg2) you can sort the messages in various ways. You can activate or deactivate the
display of certain types of messages by clicking on the relevant button.

- System messagdsed) relate to the system, i.e. starting and shutting down the server.

- Security messagelue) deal with data security such as the locking or deletion of image
data.

- Communication messagdgreen) are concerned with questions of communication to othe
sites, the sending of-mails, for example.

- Miscellaneous messagdtight blue) do not belong to any of the categories listed above and
are, for the most part, status messages.

20



@ Cam

CamlQ 8.0

A Navigate through the protocol pages using the buttons in the "Navigafield'(3) (from left to
right),

- To the first protocol page (the oldest entries)
- One page backward

- One page forward

- To the last protocol page (the newest entries)

A These buttong4) allow you to delete the protocol. The deletion of the the protocol will be
logged as well. But they also allow you to export the protocol to a text file. To do this, you will be
asked to select a location to save the fiile nameand an file forma(.log or .csvjor the
exported protocol. Confirm your selection with a click on "Save" to export the protocol.

@ save is i)
@Uv\ D G GEED = [ 3 | [ Search symPrint )
Organize Mew felder 3= - ®
G Name & Date modified Type

M Desktop
8 Downloads
%] Recent Places
9 Libraries
& Homegroup

18 Computer

€ Network

v

< i
LRI C:\ CamIQ\ Client\Protocol.log -

Save as type: [ "log |

 Hide Folders Cancel

A In the area "Date/Time(5)you can enter a date and a time in order to access specific protocol
entries directly.

A When you select one of therotocol messagegl), "Selected Entry Detail$6) will be displayed.
This will provide you with additional information about every selected entry.

A If a data export has been selected in the protocol, an image preview of the export will be
displayed to ya in the "Attachments'(7).

21



@ Cam

CamlQ 8.0

2.4.4 Administration

The Administration Menu allows you to unlock image data, export the Event List and make additional
setting changes for the server.

(L

——
B

A Certain areas of a recorded track can be blocked during operation to ensure that image data is
not overwritten. In order to unlock these locked areas and free up storage space, first select the
desired track from the track ligt).

A In area(2)you can eter a starting and an ending time. All locked video data within this time
frame will be unlocked as soon as you select the button "Unlock Area."

Please notelf the locked image files are so old that they would have normally been overwritten
through the ewriting cycle, unlocking them will lead to their immediate deletion.

A In the "Event List" men(B) you can export the current event list as a text file (see chapien)
using the "Export Event List" button. After the "Activate Data Deletion" button has been
selected, you can delete the Event List with the "Delete Event List" button.
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Carry out additional séihg changeg as needed under the item "General Server Settind4).

A You can, for example, set the "Server Startup Delay" within a range of between 0 to 600 seconds.
If the server application should start automatically after the server station stathip function
can be used to delay the application start until the server has started completely. For instance,
only after all network services have successfully initialized.

A The option "Delay until Device Connections Established" performs a sinmiiofu In this case,
the application must wait a designated amount of time in order to allow the server to first
establish connections to its registered image sources before starting.

A With the "Holding Period for PTZ Commands" function, the lockinggéoictilt and swivel
operations with lower priority than the last operation carried out (manual control, for example)
can be configured.

A With the "Maximum Holding Period for Tracking Objects with Other Objects in the Image"
option, you can set thduration of focus on one object when another object is also visible in the
image.

A Use the "Image Quality in Fa@ut Areas" function to reducethrough compression
excessively large image files which have been created usingpfadreas (see chaptd)).

A With the "Display Duration for Live Images during Alarms" function, you can arrange to have
pictures from live cameras with deactivated limesige settings (see chapt@r4d.9 displayed
during an alarm. The duration of the display can be set to last between 1 and 3600 seconds.

A The "Maximum Overall Durath of Image Data Export (with limited rights)" option allows you to
determine the maximum overall duration for exported material to users with limited image
export rights.

A The "Factoring in Time Changes with Fnmited Access Rights" function makesdsgible for
users with limited access rights on the day of the switch to summer/winter time to ignore the
time change. For example, in the case where 5 hours of rearwards directed access have been
configured, the full 5 hours of access time would be alslléor analysis despite a loss of one
hour due to daylight saving time.

A By activating the "Recording Access Protocol" option, a protocol is established for any and all
access to a recording.

A Byactivating the'Log editing of event®ption, you can geany event editing logged.
A If the check mark foOnly encrypted login allowétias been set, then only encrypted logins

(digest authentication) will be permitted on the server. Outdated (insecure) login attempts will
be rejected and noted accordingly in the record.

Requirements for the validity of passwords used on the servebeatefined under item "Password
Settings"(5).
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A With the "Password Validity (Days)" option you can define the number of days a password will be
valid. Once the validity date has expired, the user is no longer entitled to use this password at
login. Prowded the user has been given the "Change Password" right, he or she will be able to
change the password after the validity date has expired.

A The "Minimum Password Length" entry indicates the minimum number of characters a password
must have to be allowed.

A "Minimum Interval Between Identical Passwords" determines how many successful password
changes must have taken place before a password can be used again.

A If the "Password Must Contain At Least One Capital Letter" option is selectegassiyords
containing at least one capital letter will be accepted.

A If the "Password Must Contain At Least One Digit" option is active, only passwords containing at
least one digit will be accepted.

Please noteThis menu should only be accessed by adstrimiors. As indicated in the name, it is not
meant for regular userd?lease be sure to take this to heart.

In the section "Export setting$6), you can define standard rules for exporting operations.

A The "Always export without encryption" option enssrthat no option for encrypted export will
be offered during the export process. Instead, every export operation will always be carried out
without encryption.

A The option "Always export with encryption" ensures that no option for unencrypted export will
be offered during the export process. Instead, every swap operation will always be carried out
encrypted.

A Furthermore, the "Always export with encryption" variant offers the additional option of storing
a predefined password. All exports are then expoiliteéncrypted form with the predefined
password.
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2.4.5 Saving/Loading

In the "Saving/Loading" menu, you can export and import the server configuration.

To use the "Data Export" function, click on the "Ex@@®tverConfiguration'(1) button.

The following window appears in which you are asked to enter a file name and location. A file
name with the date and program version number will be suggested byrtbgram. Confirm

your entries by clicking on "Save".

Please notelt is advisable to accept the suggested file name because the version number is
included in the entry!

To import a configuration file, firggwithin the dmport Server Configuratidnarea(2) ¢ activate
the button indicating that you should backup your current configuration before importing the
new configuration!

Then click on the "Load the Archive File" button.

A window appears in which you are requested to select a configuration fitdir@o/our
selection and click on "Open".
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Archieve Info

Detail Info

Last change: 04.02.20150¢

ACCONFIG.DAT

configpath >EXTACT.DAT

m Untag All (3) « Tag Al (4)

x Abort «” Upload of archive

A After that, the information related to the selected configuration file appears in the menu:

A  2dz Oy &aSS 6AGK gKAOK aASNIWSNI GSNARAZ2Y GKS O2yT¥
Ly F2 NI ((B).Pigase conjaBré this server version with the version you are currently

using! They should correspond; otherwise this could lead to your sertdunctioning properly

anymore! In addition, you can see on which day the file was generated.

A Various configuration components will be displayed under the "Table of Contents(2deiviou
can activate or deactivate any of the elements you see by placingmoving a check in the
appropriate box. You can also use the buttons "Untag(8)land Tag All{4).
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A Specifically, the components stand for the following configuration areas:

ACCONFIG.DAT: Configuration for establishing the active connection
ALARICFG.DAT: Event handling

CALENDAR.DAT Calendar

DEVICES.DAT: Devices/Image sources

ERRORRELAY.DAT Error relay

EXTACT.DAT: External arming

LICENCES.DAT: License

Please noteMake certain that you deactivate this entry if you plan to
use the configuratin file on a device other than the one on which the
configuration file was generated!

MESSAGING.DAT: EMail
MOTDET.DAT: Alarm zones
PERMANENT.DAT: Standard operation
PRIVACYZONES.DAT: Private zones

PTZSERIAL.DAT: Standard network cameras and tracking
SERVICESETTINGS The menu service

TRACKADV.DAT: Further track settings

TRACKS.DAT: Basic track settings

USER.DAT: Users

Warning:Make sure to always load the files DEVICES.DAT and USER.DAT together! Both files are
dependent upon each other for techudl reasons. Loading only one of the two files can lead to a
system failure!

A After the configuration has been loaded, the server must be restarted. It is possible that the
server will take longer to start than usual. Do not shut off the computer duriadaading
process!

Warning:Exporting and importing configuration data should only be done with the same
software versions!

Warning: The LICENCES.DAT file can only be imported when the exported configuration stems
from the same device which is now importing it! Or to put it more precisely: The LICENCES.DAT
file is linked to the dongle. If another dongle is connected to the computerlitkenses will no

longer be accepted!
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2.4.6 Service

Smooth performance can be guaranteed only when hardware maintenance is carried out regularly.
For this reason, the Manager offers you the option of entering the next service appointment along
with a descption of the work that is to be carried out; the user will be notified when the
appointment date has arrived.

A You can activate the reminder function in the "Next Seriterval' field (1) as well as enter the
appointment date(4). When the service appointment is due or exceeded, the date display turns
red.

A Enter the address of the servicing company that véldoing the maintenance work in the
"ServicePartnerAddress" field2).

A Inthe "Todog (3)field, you can enter what type of work should be carried out at this time. This
way the technician in charge knows precisely what is to be done and can undertake
comprehensive maintenance.

A The reminder message appears on the due date after the usdobgsd in.
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2.4.7 Automatic device onfiguration
2.4.7.1 CamlQ Camera Wizard

The CamlQ Camera Wizard serves in setting up the basic configuration or in the migration of cameras
into the CamlQ environment.

A1 tA01 2y (KS button{2YASYNI (i RS\ T8 /NBRES S BAzRS &Gk 2 Y IS { 2 dzNJ
(1)to open the Camera Wizard.

A The Camera Wizard is divided into 3 areas:

- Discovered Devieg1):
Hereis wherea search for compatible camerasyour networkcan becarried out andvhere
the discovered devices are listed.

- Tracks(2):
The CamlQ server tracks are displayed here. Using drag and drop, cameras discovered in the
network can be dragged onto the desired tracks in order to then perform the corresponding
deviceconfiguration.

- Log(3):
All operations are recorded in the log/hen needed, these entries can provide information
regarding any problems encountered.
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® CamiQ Camera Wizard - 0 b

A When opening the CamlQ Wizward, your networ&ugomatically searched for compatible

cameras. Please note that the CamIQ Camera Wizard can currently only find cameras that support

SSDPSimple Service Discovery Protoyolr WS Discovery\(eb Service Discoveyy

Description

5
Miodel AXIS Q1635 AXIS Q1635 Fixed Network Camera

A Atfterthe search is completedll dedA O0Sa € 20F SR Attt 0SS RAALX I &

list. The following information is available for every entry:

Host The IP address of the device

Name The name of the device

Config:

"Model": A configuration is available for this model.

"Vendor": A configuration is only available for the vendor but not for the specific model
(detailed settings should be checked manually afterwards).

"-" No configuration is available for this vendor.

Description: The device description (in the case that an appropriate device configuration is
available).

30
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Track Track Name Camera Model Status Migration (2) x

Track01 10.42.1.236 AXIS Q1635 Unused  Create with streaming(1) X
Track02 Unused
Track03 Unused

Track04 Unused

A To prepare the configuration for the discovered cameras, drag and drop them from the
"Discovered Devices" list to any trackfe "Tracks" list.

A The following information is available in the "Tracks" area:

- Track:The number of the track

- Track NameThe name of the track

- CameraThe IP address of the camera to be configured.

- Model: The model of the camera to be configured

- Status The current status of the track

- Migration: The current migration scenario to be performed

A Click the X next to an ent({)if you decide to remove the assigned migration again.

A Click the X in the list head€2) to delete all prepared migrations.

(l) Load tracks (2) Add Legacy Upgrades (3) Add New Cameras (4) Start migration (1)

A Click on "Load Trackél)) to reload all track information.

A Click on "Add Legacy Upgradé®)following an update to reconfigure devices that were
configured without H .264 support, for example, CamlIQ versiBmithout H.264 support, to
now use H.264 support.

A Click on "Add New Camera@8)to assign all discovered cameras to the currently @ausacks
for migration.

A Click "Start Migration ("Number of prepared migrationg4)to start and perform all prepared
migrations.
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Once you start the migration process, you will be prompted to enter the credentials for the
correspondinglevices:

@' Device credentials oo

A1031-W - 00408C946F84

A ¢KS Lt FTRRNX&aa IyR GKS yIFIYS 2F (KS @WBftFGiSR OFY
A 9y iSNI GKS @GFftAR t23Ay RIFGF FT2NJ 6KS O2NNBaLRYRA
@FryR GKSy @St SOG ahyé

A 7 A

A LT @2dz g2dz R tA1S (2 dzasS GK ARSYHIAOIE t23AY R
A If you would like to cancel the progea = &St S®.G &/ | yOSft ¢
A The database for the supported devices is continually upgraded and updated. Provided you have

access to an active Internet connection, you can update the local device database with the
! LIRFGS RS gbubs o Rds:icendid-natS ¢ Ydzad oS | O0SaaArotf Soo

A Once the migration process has been completed, you can close the CamIQ Camera Wizard.

IMPORTANT:
Please note that the CamIQ Camera Wizard ismelgnt to provide support for theetupprocess.
The configuration must, in any event, be checked and amended/corrected if necessary.
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2.4.8 Manual device onfiguration
2.4.8.1 Streaming Server

With the aid of Advanced H.264 Streaming, CamlQ makes it possible to automatically adjust the
quality of the video stream in the current live image view, thus saving CPU and bandwidth capacity.

CamiQ Clients
d CamlQ
CamlQ Video Server
Video Sources N Manager
Satellite 5
Intranet Server . S~
(Servers) o2
Enterprise

Client

Monitor
Wall

= :
5= g
2 =N
Streaming [~ i
Server | o
N Dispatcher

Intranet (Video; CamiQ
Middleware

I

bae

Intranet (Workstations)

Internet
(VPN)

Web Client | |Mobile Client

Mobile Clients

Internet (WLAN/LTE
UMTS)

G CamiQ Access & Control Layer (Video Fallback,
Camera & PTZ Commands, Events)

@D Stream 1 - High Definition Resolution

@D Stream 2 - Medium Resolution

(]

(X X X ]

(]

Stream 3 - Low Resolution

Selectable Stream via HTTPS
Live Audio to camera
@@ ® Live Audio from camera

In the following section, the necessary configuratiorbe carried out is explained stdyy step using
the example of an AXIS M1054.

33



@ Cam

CamlQ 8.0

Driver Configuration irCamIQ8 Satellite

CANBGO Ayadrftft GKNBS ySé a/ ' YSNY DAl we¢{ta RNAGDSN
for all three devices so that the 3 streams can be easily located for track assignment. Name the three
RSOAOSa 4K {iNSEB IYY avdad ¢ uratibr guerhédd ] efter &lizhg fElavant data

d4dzOK |da Lt | RRNB&dazX dzaASNI YR LI adag2NR F2N G4KS FA

The three newly created drivers will now be defined with three different resolution and frame rate
settings. The streams will later be utilized in the following way:

Stream 1 1280x800 | This is a high resolution and frame rate that will later be used for
recording and for the live image in eoh-1 view.

Stream 2 640x400 |This stream will be used for presentation in@¥l view. Moreover, this
stream can be used in adh-1 and 4on-1 view for client connections with small
bandwidth. Alternatively, you can also work with just two streams and disregard the
third stream altogether.

Stream 3 160x100 | This stream will be used for CamlQ detection. Its resolution should be
defined depending on the desired detection sensitivity and the distance to the
objects, in other words, from 160x100 (standard sensitivity) to 320x240 (very high
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sensitivity). Additionally, this resolution will be displayed starting frorroa-Q to a
64-on-1 view.

Info: Stream assignment to the respective views will be explained in more detail later in the
document.

{StSOG GKS OFYSN} Y2RSt dzyRSNJ a5S8S@A0S { Sidz
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Stream 1 laxismedia/media.am@videocodec=h264&resolution=1280x800&fps=25
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a
Stream 2 laxismedia/media.ampvideocodec=h264&resolution=640x400&fps=10

Stream 3 /axismedia/media.ampvideocodec=h264&resolution=160x100&fps=10

Then activate the three devices.

Carnerall

03 Stream01
04 Stream02

05 Stream03

Track Configuration itCamlQ8 Satellite

Assign the devices to the track as follows:

Building a Virtual Camera Unit and Assignment to Track

Recording = Stream 1 Stream 1 = Stream 1
Detection/Live= Stream 3 Stream 2 = Stream 2
Stream 3 = Stream 3
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Should your device be a PTZ camera, addéxis driver with active PTZ functionality to your driver
group (as is usual with Satellite V1.x to V4.x).

- 7 e A

{St SO0 GKAA RNAOGGSNI FNBY (GKS (N}XO1 FraaArayyvYSyid 7FAaS

Camerall

Please noteif you click in an assignment field with your right mouse key, the group overview opens.
If you work with many devices, this grouping function can simplify the overview for you.

Building a Virtual Camera Unit and Assignment to Track
Reandog £ Recording 2 Detection/ Live(Polling)
02 [Camera01] Stream01 | s 04 [Camera01] Stream03
Camera0l
Alarm Contact Stream01 . Camera02
Stream02 Camersl3
Stream03 Cameral4
Camera05
Cameral6
Cameral7
Cameral8
Camera09
Cameral0 Quality of V

Camerall Quality

Configuring the CamlQ Manager

Using the local configuration of the@IQ Manager (Configuration > Manager (local) > General), the
assignment of the stream to the respective views can be defined exclusively for this CamIQ Manager.

The following should be defined here for the example scenario:
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LAN access (fasbnnection)

Single View - Quad View = Stream 1 (1920x1080)
9-Split View - 16-Split View = Stream 3 (640x400)
25-Split View - 64-Spilt View = Stream 2 (160x100)

WAN access (slow connection /can be activated in the login window)

Single View - Quad View = Stream 2 (640x400)
9-Split View - 16-Split View = Stream 3 (160x100)
25-Split View - 64-Spilt View = Stream 3 (160x100)

These settings are saved locally in the CamlQ Manager and must also be configured for other
Manager instdhtions.

Please noteit can take a few seconds before the image switches to the desired resolution in the live
GASEd® ¢KAA agAGOKAY3a GAYS A& RSLISYRSy(d dzlRy GKS
frame interval. The default key frameinterv&l§ G Ay 3 T2 NJ G KS ' EA & O2y FA IdzNT
streams 2 and 3 in the example configuration only supply 10 fps, it can take up to three seconds

before the first key frame arrives and the live image is displayed with its correct resolution.

With devices that stream with less than 10 fps, the key frame interval should be reduced. Depending
upon the frame rate, we recommend the twold value of this frame rate.

AXISa AXIS M1054 Network Camera

Video Stream Settings 1) Image Audio H.264 MIPEG

uuuuuu

E— - GOV Settings
Length: 15 [1..61440]

-
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2.4.8.2 Audio ©nfiguration
2.4.8.2.1 License

For audio support in CamIQ an additiohegnse is required.
The number of tracks to receive audio support determines the numbe&ahiQ Audio +' licenses
that are needed.

Add these licenses to your server with the license file as usual.

2.4.8.2.2 Device Drivers

Receiving an audio stream from a canaer

In order to capture the audio stream of a camera via RTSP and render it live in CamlQ, add an
additional RTSP driver to the device list and open the device configuration.

(The device configuration can only be opened if the CamIQ Manager is connedtateanibcalhost
IP address.)

Enter here, as usual, the type of camera and perform' #heo detect function. In contrast to the
video driver configuration, for this driver selégudid support only.

Allowed codec for input stream:

B Us= recording only mode

B == jpeg recompression
Audio
OMNVIF Detection
|

Close the window and set the driver to 'Active'.
Sending an audio stream to a camera
In order to send an audio stream to a camera, add the corresponding native device driver to your

device list. An Axis driver is used in our example. Simply add the IP address, user name and password
and set the driveto 'active'.
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2.4.8.2.3 Tracks

Select the corresponding track in the track configuration and assign the RTSP (audio) driver you
previously added using the respective selection boxes:

- Audio to camera Native driver for sending an audio stream to the camera

- Audio: RTSP driver for receiving an audio stream from a camera

gang] CAM101

onfiguration

Virkual Device

E5 Haupteingang

Far search function in recordings)

W 2udio

Con

Also set a checkmark in th&udio field in order to activate audio for this track.
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2.4.8.3 Devices/lmage Sources

. 2dz Oy O2y FTA3AdzNB GKS & SNISNI {1pfundfihGrbupsAdddand vy S S
O2y ¥TAIAdzNE RSOAOSA | a4 Rictured 8 dzAlD 8zKZ) $hHE Biggiation &f& a5 S
video server (AXIS 241S) will be used as an example in this manual. But first, here is an overview of
the menu:

Ra&
DA C

3
(8
-
@® st
(1]
=
n
A
b 8

A All the devices that can be added are displayed in the "Dtigér(3). In order to install one of
these drivers, click on the desired entry, hold the mouse button pressed, pull it over to the
DevicePictureSources lis(4) and let go (drag & drop).

A The Deviced?ictureSources lis(4) specifies all devices that you can use and configure as image
sources. The icon next to the image source entry displays the current status:

Green:  The device &s been configured and activated

Gray: The device has not yet been activated

Red: The device is activated but a connection is currently not possible (in this case, check
the IP address and user data)

A (5)Click on the "Copy Device" button in order to duplicate the selected entry.

/] fA01 2y GKS a/ 2Lk {StGiAy3aa odz2itdzy G2 2Ly (K
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Click on the "Delete Device/lmage Source" button if you wish to deleterttrg selected in the
device list. A dialog box will appear. Confirm with "Yes" if you wish to delete the selected entry.

Click on the "Delete All Entries" if you wish to delete all devices. A dialog box will appear. Confirm
with "Yes" if you wish to dete the entire list.

A In the "Basic Settingdfield (6), you can examine and configure the general settings of a selected
device.
Entryactive: After you have configured the device, checkmark the device to activate it.

- Name Enter a designation for the die. This designation serves to identify the device in
other lists like the Live Image View, for instance.

- TCP/IPaddress:Enter the IP address of the device. If a port entry is necessary, you can add
this to the IP address by using a colon.

- User:If authorization for a device is necessary, enter the user name here. The entry field is
only visible when the device supports authorization.

- Passwordif authorization on a device is necessary, enter the user's password here. The
entry field is only visible the device supports authorization.

- Max pollingrate:2 KSy OF YSN} AYIF3Sa INBE NBUNARSOSR 6blLR
retrieved per second can be limited here. This option is only visible if the driver supports
polling.

- Max dreamrate:L ¥ GKS OF YSN} AYF3ISa INB AYYSRAI OGSt @
number of images received per second can be limited here. This option is only visible if the
driver supports streaming.

- Continously check device availabilitif this option is selected, the server checks cyclically to
see if the device is still available.

- Use notion detection on device If the device supports motion detection, this option can be
activated or deactivated as desired. This option is only vigibetion detection can be
activated on the device.

- Device Setuplf the device has a special external configuration program, you can start it by
clicking on this button. This button will only appear if the device has an external
configuration program aits disposal. (This button is only visible when logged on locally and
with deactivated devices)

- Automatic ConfigurationClick on this button in order to initialize this device with a standard
configuration. This button is visible only in a few drivérsuill appear, if applicable, when
the device has been activated.
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A In the 'Cameras'field (7) you can make changes to the detailed settings of the various camera
connections of the device selected.

- Number:Select here the number of cameras for the gidevice.

- Name Choose a designation for the camera here. This designation serves to identify the
camera.

- PTZ amera:lf the camera selected is a standard network camera, select this option.

- Use sreaming: Select this option if you want to use a streamiorocedure for the image
collection. If this option is deactivated, the camera images will be polled. This option is only
visible if the driver supports streaming and polling.

- Activate Image Compressioithis activates an additional image compressiorcpss. This
option is only visible if supported by the driver.

- Image Quality:Select an image quality with which the retrieved images are to be saved. A
very high image quality means that the images will be saved with practically the original
image resolubn; this requires hardly any compression and also requires the biggest amount
of storage space. When the image quality is low, the images will be highly compressed and
need little storage space. This option is only visible if supported by the driver.

The relays are shown on a I{8). Additional settings can be made to any relay on the list. Select the
desired relay and configure the settings as follows:

- Number:Select here the number of relays for the given device.
- Name Choose a designation for the relay. This designation serves to identify the relay.

- Togglé Hold / Release Select one of the three options. If a relay event is triggered, it can
switch the curent state (toggle switch), trigger or release.

- Duration: Enter a holding time in seconds to have the relay trigger or release respectively. If
the relay should be set to operate in "toggle switch" mode, holding time will have no
influence.

The alarm cotacts are shown on a li§®). Additional settings can be made to any alarm contact on
the list. Select and configure the given alarm contact as you wish:

- Number:Select here the number of alarm contacts for the given device.

- NAme Choose a designationifthe alarm contact. This designation serves to identify the
alarm contact.

- Alarm when Closing/OpenindDetermine whether the alarm should be generated when the
contact is closed or when it is opened.
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2.4.8.3.1 Embedding of AXIS Camera Server (MJPG)

A First select the "AXIS Camera Server" from the list of available dfiyensd pull it into the
"DevicesPictureSources" field2) with "drag and drop".

A Inthe" I &A O {3pydulcaneiel & name fahe image source in theNameé' field.
Thereafter, enter the "TCP/IP Address" and the "User" and "Password" appertaining to it, if
applicable.

A Under the "Cameras" iterf#) you can first enter the number of cameras that can be connected.
Then you can seleelach camera individually and assign their names.
Additionally, you can define a selection as being a tilt swivel camera by activating the "Standard
Network Camera" button, thus allowing the camera to be controlled by the Manager.

A In the "Relay" sectio(b) you can enter the number of available relays. You can also give every
selected relay a designation and define its switching properties.

A Under the "Alarm Contacts" iteif) you can first define the number of alarm inputs ahen
give each selected alarm input entry a designation.

A Once you have completed the configuration, click on "Eattive' (3).
If the IP address, user and password entries are correct, the symbol in the "Devices/Image
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Sources" field will turn green.

If a connection could not be established, the symbol will turn red. In this case, check all data
entered as well as device connectivity.

When your entry is inactive, the symbol will turn gray.

2.4.8.4 Tracks

Image sources were added to the server in the "Devioesge Sources” menu (3.8). Nowcalled

"tracks" will be created. Every individual track can be assigned a camera signal from an image source.
In addition, one can add to every track a recording area on the hard drive, an alarm contact and a
relay. In thé way, you create a virtual camera device.

@Cﬂle Info  Live Picture  Permanent Tracks  Even y onfiguration 23%@

L
L3
-
=)
0
|l

A First select a track in the "Tracks" sect{@h

A In section(2) you can reset the track's configuration to its default values by clicking the "Track
Defaults (Selection)" button.
And with a click on the "Setup Assistant (All Tracks)" button you start an assistant process which
asks during each track configuration the track sizeand automatically gives a designation to
every track. The track size must lie within a range of 100MB and 2TB.
You can also manually create the tracks as described below.
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Please input track size
Track 1{[AXIS Camera 1]

OK

A In the "Creation of a Virtual Camera Device and Track Assignment" sg)tyamu can assemble
a virtual camera device by yoursdfor this first select a track and then click on tbevice
assignment selectiobelow the designation:

- Recording 1Selecthe device driver that is to be used for a standard recording.

- Recording 2Select here the device driver that is to be used for an alternative recording. (The
alternative recording source can be activated using the calendar, for example, or the external

arming function.)

- Detection/Live Polling Select the image source thattésbe used for the detection process.

Take into consideration that the resolution of the image stream for your detection scenario

must be sufficient. Too high of a resolution leads to an unnecessary demand on system
resources.

- Alarm contact (optional)Slect the device driver to be used for the query of the alarm
contact state.

- Relays (optional)Select the device driver to be used for the switching of a relay.

- PTZCamera (optional)Select the device driver to be used for the communication with the
pan/tilt unit of a camera.

- Camera audio (optional)Select the device driver that is to be used for sending audio data to

a compatible device.

Please notefor a better overview when using many device drivers, you can alternatively right

click on the seletion box to call up a summary of the camera groups.

2.0G ServerRaum 2.09

2.0G Treppenhaus
Axis Audio Test
Auxis 1/0 BOx

EG Atrium PTZ

EG Café Terassentir
EG Haupteingang
EG Nebeneingang
H264Test

HikVision Test
Mobotix M1
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A Under the "Basic Settings" ite(®) you can give the track a designation. You can either choose a
name yourself or let the Manager do it for you by clicking on the "Suggest Designation” button.
Thisdesignation will be composed of the device name and the camera name.

A Tracks can also be configured in such a way that they will be treated as a group in the
management view. Thus, an entire group of camera signals can be switched on with just one
mouse click, for example
The name prefix you give determines which cameras belong to a given group. This prefix must be
located within bracketdGroupl]for example. The entire name of the group members would be

[Groupl] Camera 1
[Groupl] Camera 2andso on.

You can also group together cameras from different image sources. You can put together as
many groups as you wish.

To allow the group to be displayed in the management view, the option "Group Function for
Cameras in Live Image" in the "Settingg’nua must be activated.

A In the "Path" field you will enter the location where the track's image data should be saved. You
can select this location by clicking on the folder symbol.

Please noteThe track paths can only be changed when working directlyeaserver but not
while working on a client station. The new path will come into effect only after the server has
been restarted.

A In order to use the search function for the evaluation of permanent track, you must activate the
"Ascertain Imag€hange" button.

A If this track is to be displayed in arl® Enterprise Installation, ptite check marlon'Use in
CamlQ Enterpris€One additional license is required per track.)

A Set the check mark té\udid to activate the audio functionality for thitrack. For this purpose,
an additional license and corresponding compatible atwgdipable device (intercom, for
example) will be needed.

A You can carry out a detailed track configuration in the "Track File Organization" §&jtion

Warning: The followng setting changes should only be undertaken by competent technical
personnel. Changes can cause image data loss, and incorrect entries can lead to incomplete
recordings and system crashes.

In order to make configuration changes, you must first activlaée"Allow Track Setting

Changes" button. Using the "Create Track after Server Restart" button, you determine whether
the selected track should be created after a new system start (all image files are deleted in this
process). This corresponds to quickmatting. When you activate the "Overwrite Data
Completely" button, the track will be thoroughly formatted after the new start. Please note that
in this case the reboot process will last much longer than usual!
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In the "Track Size" field you enter how magigabytes will be made available for saving the

image data of the selected entry. A value between 0.1 and 450 GB must be selected. Make sure
that tracks are not assigned a storage space exceeding the physical hard drive space available.
In the field "Smadist Expected Image Size" underneath, you can enter this value in kilobyte.
Finally, you can enter the "Block Size" for the track in megabytes. It is recommended that you
accept the default values as offered.

Using the data entered for "Maximum Image Noen per Block" and "Track Net Capacity for
Image Data", the Manager automatically makes the calculation for you.

f picture data from this track!)

B Overwrite data in track

Minimum expected picture size (KB)
Blocksize (MB)

Maximum no. of pictures per block
Net capazity of track for picture data: 0,55 GB {92%)

A The Manager provides you with a "Calculator for Recording Duration and Image Nug)b&o
use it, first enter the "Average Image Sizekilobyte. In the "Server Status" you can access this
data. Then enter the "Image Recording Rate".

Using these values, the Manager calculates for you the expected recording duration and the
number of images that will be recorded during this time.

With the help of this calculator, you can adjust server settings to attain the recording time you
wish.

A In the "Virtual Device Quality" secti@i) you can enter the image quality in a percentage
corresponding to high, medium and low. A high percentage value represents good quality. You
will find these settings in the "Settings" menu located in the "Manager (local)" function group
application wherelhe compression strength for the various levels can be automatically adjusted.

A You can limit the automatic locking of image data under the "Locking Track Areag8)tem
Locked track areas are no longer made available for cyclical rewriting until theyohaen
unlocked again. You can configure the automatic locking of tracks in the "Event Handling" menu.
Click on the "Warning When a Locking Percentage Level is Reached" button and enter a
percentage of total track size that will serve as the trigger toesswarning message.
By activating the "Discontinue Eveltiven Locking at a Locking Level of" button and entering a
percentage, you can prevent additional track areas from being locked when a certain percentage
of total track size has already been ledk

Please noteBy locking track areas, the overall recording time is shortened because locked areas
are no longer available for cyclical rewriting. When 100% of a track is locked, no further
recording can take place.
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If the configured locking leved reached, the warning will be visible in the Live Image. The text
color of the camera in the camera list will initially change to orange. If a second locking level is
reached, the text changes to red.

A In the "Data Protection Regulations" secti®) you can limit the time available for image access.
First enter a time period in days and hours and then click on the "Active" button.
All image data older than the time you entered will be deleted. If you enter 7 days, for instance,
recordings older than 7ays will not be available.

A By activating the "Include Locked Image Data" button, locked track areas will also be deleted.

A Detailed information about the use of H.264 with help of the streaming séi@ican be found
in chapter2.4.7.
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2.4.9 Standard Operation

Standard server operation (and with it the permanent recording process) can be controlled with up
to 16 configuration settings. The Calendar (see chapt@dministers these configuration settings.

Please noteThe first configuration setting with the name "Default" is important, iér a certain
time frame- no time value in the calendar has been configured, this configuration will automatically
become the active one!

GEEGO00OEII00000 |

A First select a configuration setting in therofiles section(1).

A You can give this setting a name under the "Basic Settings" s¢2}ion

A Now select the track to be configured from the "Tracks" f{@d

A You can select from various optionsii KS awS O2 Ndpateid a2 RS ¢
- Recording SourceSelect here thetream that is to be used for the recording.

- No RecordingThe track will not record permanently

- Recording With Time IntervaEnter how many images per second, per minute or per hour
should be recorded
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- Record Every Nth Number of Received Imadegerynth number of all received images will
be recorded (a value of 1 would mean every image would be recorded)

- Record Every Imageselect this option to always record every received image.

- Record audioSelect this option to record the assigned audio stream. Please note that an
additional license is necessary for this.

A If the selected camera is a virtual camera or a standard network camera, you can select the
"Activate Preset Tour" button in thd?TZCamera" field5). If this button is active, the camera
will begin running through a preset tour. You can learn how such a tour can be configured in
chapter2.4.2Q
If your license includes the tracking option, you can use the "Activate Tracking" button to
activate object tracking for selected cameras.

A Under the "Transcoding" iterf6) you can select a prdefined profile. You can then select the
"Code Conversion to a New Format" checkbox. The selected profiles properties will now be used
for recording the chosen track.

A Click on "Use Settings for all Trackd)'if you want to use this configuration for all tracks.
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2.4.10 Event Handling
The server careact automatically to various events. These reactions can be saved in up to 16
configuration settings which can be administered via the calendar.

Please noteThe first configuration setting with the name "Default" is important. If no configuration
in the calendar has been made, this configuration will be the active one!

EQLEI=>

bodedodededogedototegotetosetets i

WW P2 Camera Presets | Event Based Acess Riht Adaitonal Condt «

A First select a configuration setting in therofiles section(1).

A You can give this setting a name under tBelectedProfile’ section(3). Now select the track to
be configured from the "TracK¢Cameras)field (2).

In the "Event Handling" sectidd) you can configure how the track should react to certain events.
There ardifferent types here that need to be considst:

Events:
- Alarm ZoneWhen you have defined an alarm zone and something moves within this zone
- Camera AlarmA connected device reports the alarm

- Alarm ContactWhen a signal is received via an alarm input
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- RecordingWhen a manual image recording is initiated

- Alarm Group Changén this case, alarm group refers to the event handling profile. This
alarm event occurs when the configuration changes (either through the calendar or via
external arming)

- SabotageWhen the server determines sabotage (severed connection)

- Tracking Objett When the tracking option is activated and a tracking object has been
detected (an event like this will trigger both the tracking camera and the reference camera)

- APl eventEvents that are sent to the server over an API interface

Conditions{the last two columns with grey buttons)

- Alarm ContactThe action will only be carried out if an additional contact on the trace
related alarm input is present

- External ArmingThe action will only be carried out if a contact made to the input was
defined as a arming contact in the "External Arming" menu (see chaptérl3.

- FurtherRequirement The action will only be carried out if tikenfigured requirement is

met.

Actions:

Details of Actions

Holding time for event

Prealarm Pictures CMS/Cloud § PTZ Camera Presets | Event Based Access Right Additional Condit| « | »

- RecordingThe selected track will be recorded for the length of the holding {{&)e

- PreAlarm ImagesPrealarm images for the selected track are saved. This makes it possible
to save image data beforetaggered event takes place.

- Lock:The image data being recorded during the holding t{&ewill be locked and thus
protected from being overwritten

- Alarm: The event will be handled as an alarm and consequently give cause for a notification
in the managment view

- Relay:The relay assigned to the track will be switched

- BEMail: And email will be sent
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- CMS/CloudIf the CamIQ Server is connected with a CamlQ Cloud Account it can transmit a
push message to authorized mobile devices when an event is teidge

- PTZz Camera Preset§the selected track uses a standard network camera, a preconfigured
preset position can be started up when an incident occurs

- EventBasedAccess RightsThis makes it possible for users to have the needed access rights
in ca® of an alarm and this only during the immediate alarm period

- Scripts:You can execute scripts in case of an alarm

A Select an event on the left side and then go through the line with the white squares (buttons)
from left to right. Activate all buttonfor actions that should take place in case of an incident
(these are described above the corresponding buttons)

A Please note that the last two buttons on each line are no longer actions but conditions. If you
activate conditions, then the desired actiorilvnot be carried out with every event, but only
when this condition is met once the event takes place.

A In the "Detailed Settings for Actions" sectig®e 2 dz Ol y Sy i SNJ 4GKS a9@Syi
seconds. If an event takes place and then occurs once again within this period, another event will
not be triggered. Instead, the current event will be retained and extended (for instance; an alarm
recording idriggered and another triggering lengthens the recording time instead of triggering a
new alarm event).

A By clicking on the buttons seen in the bar (6), you will be directed to menus that address these
individual actions in greater detail.
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2.4.10.1 Recording

Prealarm Pictures CM5/Cloud § PTZ Camera Presets | Event Based Access Right Additional Condit' 4 | »

Holc

High Picture Quality (H.264)

A In the "Recording Settings" secti¢h) you can configure how the alarm sequence is recorded.
You have the choice here between 4 modes:

- "Recordevery picture"
If this setting is active, every received image will be recorded.

- "Recording Every Nth Image Received"
You can determine how many images of all received images should be recorded. Set to "1",
SOSNE AYF3IS NBOSAQOSR oAttt 0S NBO2NRSR: asSi iz
so forth.

- "Recordingby time interval”
You can determine how many alarm sequence images per second should be recorded.

Note:L ¥ @2dz dzaS d&! Rl yOSR | ®ducn {GNBIFYAYy3IE 2N 5
it is not possible to control the recording interval with the helpofte RS &a ® hyf & daNB O3
SOSNE AYIFI3ASE¢ gAft 0SS | @LAflLofSo
¢tKS GwSO2NRAY3I {2dzNDOS¢ aStSOGA2yYy ltfft26a e&2dz
sources available for the event.

- "No changein recording"

With this setting, the alarm sequence will be recordedhifie same recording rate that is
used for the permanent recording.

A Under the Transcodgitem (2) you can select a preconfigured profile. Then select the
"Transcode to new codec/formatheckbox. The selected profile properties will now be used in
recordng the chosen track.

A Click on the "Apply to All Tracks" button to take over the effected changes for all tracks.
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2.4.10.2 PreAlarm Images

Prealarm Pictures CMS/Cloud § PTZ Camera Presets | Event Based Access Right Additional Condit’ ¢ | »

Prealarm Pictures

Duration for prealarm

Use Settings for all Tracks

A In the "Pralarm Picture$ section(1) you can indicate if and how many pa¢éarm images should
be saved. When an alarm is triggered,jatarm images already precede the alarm sequence so
that the seconds before the actual alarm triggering are also saved. To activate this, first click on
the "Save PreAlarm Images" button.

A Then click on theDuration for prealarrh (2) button and enter how long the pralarm should be
(between 1 and 30 seconds).

A Then determine with which image rate the patarm images should be recorded (Intergainly
with .jpg recordiny(3). In the example above, the "Recording Interval" has been set to 0.5
seconds. An image will be recorded every half a seeon@ images per second.
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2.4.10.3 Lock

In case of an event, a section of the permanent track can be locked.nises that this part of the
recording will not be overwritten during the cyclical recording process. However, it must be noted
here that recording capacity is reduced when track segments are locked.

nt second(s)
Prealarm Pictures CMS/Cloud § PTZ Camera Presets § Event Based Access Right Additional Condit « | »

er alarm holding time ex

(2)

A In the "Lock" sectiofil) you can determine that specified time periods close to an event will be
protected by selecting the buttons "Lock Segment before Event" and "Lock Segment after Event".
After clicking on the respective button, enter a time betwdeand 120 minutes which should be
locked on the permanent track.

A Click on the "Use Settings for all Tracks" buii@)to take over the effected settings for all
tracks.

Please notelocking will first take place after the expiration of the holding period event.
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2.4.10.4 Relay

In this sub menu, you can determine how the relays assigned to the current track will react when an
event takes place.

A Inthe "Relay Settings" sectigh)you can ifrst configure whether the relay should "trigger" or
"release” when an event takes place. Then, with the help of a "holding time" value in seconds,
you can determine how long the relay should maintain this state before returning to its original

condition.

A Click on the " Use Settings for all Tracks " bu{®ro take over the effected settings for all
tracks.

Prealarm Pictures CMS/Cloud § PTZ Camera Presets | Event Based Access Right Additional Condit 4 | »

Myowrstime 1€ [a]
Duration |3 [+]

Use Settings for all Tracks (2)
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2.4.10.5 EMail

In case of an event, servemaails can be sent. Please see the chapter-omadls Q) for information
concerning the technical configuration oheail transmission.
In the present menu, you can only assigmail users to specifitracks.

n

Recording § Prealarm Pictures CMS/Cloud | PTZ Camera Presets | Event Based Access Right Additional Condit ¢ | »

Active E-mail Groups

A In the "Active EMail Groups" sectiofil), select which email recipient should receive a message
by clicking on the corresponding address.

A You can deactivate all addresses with the "Delete All" but&n
A With the "Select All" buttor§3), you can activate all addresses.

A Click on the "Use Settings for all Tracks" butid)to take over the effected settings for all
tracks.
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2.4.10.6 PTZ Cameras
When an event takes place, an installed PTZ camera can be moved to one of your preset positions.

e

Prealarm Pictures CMS/Cloud Event Based Access Right Additional Condit « | »

Use Settings for all Tracks

A First, select the PTZ camera or dome camera from the "Camerél)list

A Then select from the "Position" li§2) the preset position thathe camera should be set to in
case of an event.

You can get information concerning the configuration of preset positions in the chagt@Q
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2.4.10.7 EventDriven Access Rights

In case of an event, a user can optionally be given access to the image material taken during the time
of the alarm (plus or minus a defined time period).

He

nt d(s

Prealarm Pictures CMS/Cloud § PTZ Camera Presets | Event Based Access Right Additional Condition(s) m

Attention: Thes

Event holding duration (minutes)

e of event (minutes)

A Define here the time period during which the user with limited access can evaluate the
occurring alarn(1).

A Select the time period during which the user with limited access can evaluate the recording
before the alarm took placg).
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2.4.10.8 Script
A predefned script can be called up when an event takes place.

CMS/Cloud | PTZ Camera Presets | Event Based Access Right Additional Condition(s) m

(2) Use Settings for all Tracks

A Under "Run script{1), select the script which should be run in case of an event (information
concerning the creation of a script can be found in the chaptér29

A dick on "Use Settings for all Track®)to take over the script for every track in case of an
event.

61



@ Cam

CamlQ 8.0

2.4.10.9 CMS/Cloud
In case an event is triggered, the CamlQ Server can transmit a push message to the associated cloud
account which is then forwarded to theuthorized mobile devicesr central monitoring stations

{K2dA R @2dz gAaK (2 2 4
bl YS8 6w!flN¥Y ¢elLlSevéox &2dz Oy | RR

> ()

(0p))
x N
<, m

Recording CMS/Cloud Event Based Access Right Additional Condit 4 | »

am S

(l) Use Settings for all Tracks

Clickomd ! &S { SO G Ay IBif ydsuwish tb iate ydulNshaBdesiassigned to all of the tracks.
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2.4.11 Alarm Zones

The CamlIQ Server comes equipped with integrated motion detection. In order to use-italesb
alarm zone must be defined for the screen in which the motion detection is to be implemented. Up
to 16 freelydefinable alarm zones are available and commanaxtensive range of adjustment
settings such asensitivity, minimum and maximurobject size pre-alarm zonedirection

detection), detection resolutionand perspective analysis

Please note An additional license is necessary in order to use the getsge analysis functionality.

S «v
ElenmOGR) 22§ ¢ ?
o

)

Setting Up an Alarm Zone

A CANBG aStSOd I (NI O (1F N durrdntic&nera imAgh Bipgelars in the Y S NJ &

45 ST Aof Zodéh 2 RSt R

A ¢KSy Of A @Q)to &yl a niews s The new zone will be displayed inishé Y42 2§/ S
(4).

A If you wish to delete aane, highlight the zone in the Zone L@} Yy R

button (5).

A Usethisare#6)ii 2 &Sl .sa#igi SAWEE o6FLIAOAGP ¢KAA Aada (KS
images are to be searched for motiqiit can lie between 1 and 1000 millisews. The current
a! OlidzZ f LYGSNBIT¢ Aa Rdthelaftual&S@EnRlingirate isidgggndéhi 3 K (i
dzLl2y GKS LINPOS&daz2NRa ¢2NJf2FRd LF @2dz Of A O
suitable interval for you.
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A { St S OAhalyisa®i AP S a(7) i dadetit@ attivate the zone evaluation function

A Ly GKS ah o @8paukan{sdela etectibnNiSplay. The vertical green line is the
threshold at which an event will be triggered; the red line is the threshold at whickarm will
be triggered as the object in question is too large. The bar on the left shows the current
detection intensity. If the bar exceeds the green line, it will turn red and has then reached the
eventtriggering range.

AAAAA

ALy GKS a{ St §OypScan ghetyeSane d desiyhation as well as assign it a color.

¢ KS YSySenskiiitd Y I 6 f 2 g & a
Y2@3SYSyliod ¢KS KAIKSNI GKS aSsSy
charges, even smaller ones.

You can drastically decrease the number of false alarms and differentiate between objects
based on size with the help of the configurable minimum and maximum object size function.

For better visualization, an auxiliary interfasesuperimposed directly onto the image:

The small green frame is configurable using the input window on the
left (10)and visualizes the minimum object size (an object that is
smaller than the green frame will not trigger an alarm).

The minimum object size lends itself to preventing alarms that
would otherwise be triggered by animals or weather conditions, for
instance

The red frame visualizes the maximum object size leading to an alarm. It is configurable using
the second input windowl0).

The range between the minimum and maximum object sizes is-biasbed in red and
indicates the object size which will tggr an alarm.

The object sizes here always correlate to 100% of the image to be analyzed.

The effect brought about due to settings changes made can be seen in the detection (Bplay

~

74—7 Z

Alarm INo Alarm| No Alarm
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A ¢K&2¢§S ¢ & (WHallows yo$Sty determine what type of zone your selected zone should
be configured as.

Alarm Zonelf a movement is detected in this zone, the server triggers an event.-Hlpren

zones have been defined, the alarm zone can be dinkghese. To do this, select the

correspondingpréd f I NY T 2y S Ay - &K NV [vRWISER TRAS{tRNIS b2 g |
first be detected in the pralarm zone and then in the alarm zone before an event will be

triggered. If the alarm zone is linked $everal prealarm zones, it will suffice if movement is

detected in only one of them before an event is triggered. It is not necessary for something to

occur in all of the pralarm zones.

Pre-Alarm ZoneThis zone detects changes to the image Jikst the alarm zone does. However,

it does not trigger events. It merely precedes the alarm zone. You can adjust the time in seconds
dzy RSNJ GKS 4l 2t RAy3d t SNA2Ra AGSYdD ¢KAE K2f RAy3
be detected in both the pralarm and alarm zones so that an event will be triggered. If this time

limit is exceeded, no event will be triggered.

Please notelf you want to implement the direction recognition function, ensure that the space
between the alarm and pralarmzones is as large as the object. Otherwise, this object will also
trigger an event in the border area of both zones if it moves in the opposite direction.

Tracking ZoneYou also have the possibility of defining a zone as a tracking zone. This setting is
only useful when using a sxalled reference camera, as the zone highlights the area in the

image in which object tracking should be executed with the help of a PTZ camera (an additional
license is necessary to order to use tracking).

A ¢KS 4Ly (g )abwisddu toldéidmine the opacity the alarm zone should have in the
fAGS AYIF3ASP ¢KS FANRG aSiadAy3a NBFSNER G2 (GKS a!
RSGSOGSR gAGKAY Aldd ¢KS aS0O2yR &S imdayshatNBE T S NA
no movement is currently being detected in the zone. Enter your values, whereby 255 sets the
zone to full opacity and completely covers up the live image behind the zone.

A Ly Wienwd Sd G Ay @3 you darNBrifigure the image displgd), which can be helpful
when setting up the zones.

LF GKS G[AGS LYIF3ISa& odzidz2y Aa (2)dowingtBescurient JA RS 2
image being received. If the button is deactivated, only a frozen image will be displayed.

If one actl I (i S &Dispialt Seledted Zoe o6 dzi G2y > (GKS OdzNNByilifte aSt S

SYOSRRSR 6AUGKAY GKS AYF3IS® LF GKS odzii2y A& RS
w2ySaa odzid2y Aa FFOGAGIGSRET |ttt Tinxhsayode2 NJ (G KS
can directly calibrate pralarm and alarm zones to one another.

LT QbjedSiztda aStSOGA2y 062E A& OGA@ST GKS @A&dz f Al

size will be superimposed.

A lairya GKS G222t a FobESeafdlyon oin ploktie zands Mikhé daryieia
image(2).
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¢ KRectanglés (22t +ff26a @2dz G612 RNIX ¢ | NBOGIy3IAES Tz
on the position where one of the corners should be. Click on this position and press down on the
mouse buton. Keeping the button pressed, pull the mouse pointer away from the position. The

drawn zone under the mouse pointer will increase in size in proportion to the distance moved.

¢ KPenciti G22t SylofSa e2dz 2 RNJI ¢ iddlerof/ad areayfor y dzI £ £ &
instance, by bringing the mouse pointer into position and then moving it accordingly with the
mouse button pressed.

{ dzo & S |j dzé.yijt ) zFiltazlrmolzi](‘zzleyr dr2S T $ y GKS INO 2F (¢
anywhere withy G KS OA ND/fES aii 202kfS TadgyAG A2y a o6& FAfEAy3d A
kind with the zone marking.

Use theline tool to draw a straight line in the image.

¢ KEraseth (22t FdzyOQlAz2ya Ay GKS &l YS meedheiKFG GKS
delineated zone is removed.

. @ dza ADfsEincé GaBulatioh RNJ gAy 3 FdzyOluA2y &2dz Oy akKATG
G. 60 O1ANRdzyROGDP OCKAA (G22f A& LINL 2F GKS 9y
Calculation.)

L& Ot AO|Delstd dyziliRY @2dz Oy O02YLX SGiSte RStSGS

Withad A O1 Un@o ( &&id G2y &2dz Oy dzyR2 GKS f1ad OKLEy:

Enhanced Detection

Enhanced Detection uses complex algorithms for the gathering and analysis of characteristic objects
under consideration of the camera perspective.

To use Enhanced Detection and the Distance Calculation (perspective), set up an alarm zone as
describedd ST2NBE | yR GKSy | O0A KIS/ Ri KiS Adayr K1@BO S R 503 9 (
functions.

First complete the calibration of the reference points. Measure the distance between the camera to
point (A) and the distance between the camera and point (B)

Also enter the installation height of the camera in the Distance Calculé&8)oiou can freely
position reference point& andBon the camera image. To shift the points seleotn the drawing
toolsi KS a5ck & Oldzf O8H.2y ¢ (2 2f

Please note Select the reference points carefully and enter the most accurate measurements

possible. The more precise the distance entered, the more precise the detection result.

¢KS YAYAYdzZY YR YIFEAYdzy 262800 aAl S Azne@®SFAYSR A
(Enhanced Detection allows object size to be separately configured in height and width).
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2.4.11.1 Privacy Zones / Fadeut Area
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A In order to delineate a private zone and, through this, black out an area of the image, you will
first need to activate the "Privacy zone" enfd). Through this, the fadeut area will appear in
the "Zones" (1).

AAAAA

A Then under the settings for the seleaezone(3)z &St SO0 tod KS dZABRREY R (G KS
for the zone.

A The settings and tools under the iter(& and (6) function exactly the same way as when
creating alarm and prealarm zones.

A The zone will be drawn in the camera im&8p
Please noteThe privacy zone is no longer visible either in the Live Image or in the recording!

IMPORTAN:TThe fadeout areas musonly be used while using Motion JPEG since otherwise a
large system load is generated on the server.
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2.4.12 Calendar

The various configurations for permanent recording and evertdling (see chapteia4.9and
2.4.10 can be used in a scheduled fashion with the help of the calendar. This allows certain
configurations to be activated at designated times.

A In the "Calendar Ens' section(1),you can view existing calendar entries. The currently active
entry is green, the currently selected entry is blue.

A In order to make a new calendar entry, click on the "New Entry" bu@nif you wish to delete
an entry, click on "Delet8electedEntry’ (8).

A Inthe "Time" sectiorf2) you can determine how often the selected entry should be active. You
have the choice between "once", "daily”, "weekly", "monthly" and "yearly" (in descending

priority).

A Depending upon which repetition you have selectgal) can place a time limit on it under the
"Repetition Start/Finish" iteng3).
Choose a time for the start and a day and month when necessary.
Choose a time for the finish and a day and month when necessary.

A If you click on the button "Repetition Timeriif" under item(9), you can determine the
repetition time with the calendar.
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Select for "Start" andEnd' a respective calendar date in the "Time Limit" sec(ib).
The selected entry will then be active only within the time period as set under Znasd(3).

A If two entries of the same type of repetition overlap during the same time period, you can give
each entry a different priority under iterf®). The higher value has the higher priority.

A In the '"RemarK section(4) you can add a comment to yoentry.

A Under thed { S (i &ffegfsTitem(5), select for every calendar entry a "Configuration for
Standard Operation" (see chapt2d.9 and a "Configuration foEventHandling" (seehapter
2.4.10.

A After you have made all the settings, click on thisé new Settingsbutton (11).

A If you would like to disregard theettings you have made, click on th&dort" button (7).

Please noteif there is no calendar entry for a particular time period, the first configuration for
standard operation and the first configuration for everandling will be activated! Normally igh
configuration is referred to as the "Default".

Configuration example:

Employees in your company only work during the day, Mondays through Thursdays from 0800 to
1800 hours and Fridays from 0800 to 1500 hours. They are pleased to have their weekends off.
A permanent recording is to take place 24/7. In addition, motion dé&eatvith alarm should be

active at night and on weekends when no one is working.

For this example you would need a configuration for standard operation in which permanent
recording has been configured. We will name this "Recording", for example.

Two coffigurations for everthandling will also be necessary; one which leads to an alarm when
motion has been detected and one with which no alarm is given. These examples can be called
"Armed" and "Unarmed".

First make a calendar entry with the "Daily" (refieti) setting and with a starting time of 0800

hours and an ending time of 1800 hours This entry will be linked to the "Recording" and "Unarmed"
configurations.

Then a second entry is made. Here too, use "Dallyt with a starting time of 1800 houend a

finishing time of 0800 hours. This will then be linked with the "Recording" and "Armed"

configurations. Now the weekend must still be considered. We add for it a third entry with the

"Weekly" repetition and set the starting time as "Friday, 1500reband the finishing time as

aa2yRIFI&X nynn K2dz2NEad |, 2dz gAft asStSO0 F2NJ dKAA

its higher priority, the weekend entry will overlay the daily entry and in this way achieve the desired
operating mode.

70



@ Cam

CamlQ 8.0

2.4.13 Extemnal Arming

The standard operation and evehandling configurations can be manually altered using external
wiring.

A {StSO0 K2g UGUKS OANDdzZAG aK2dAd R % asAGOKSR Ay
- Out: External arming is deactivated.
- Via TCP/IP ARhterface: The signal comes in over a TCP/IP conne¢fipn

Via External Contacfirst select under the "Device" ite(8) a device which has at least on
alarm input at its disposal and then enter which "Alarm Contact" is to be used for the
external armimg.

A Then click on the "Switching the Configuration for Standard Operation" bidn the "Effects"
section and select a configuration. You can manage the configurations in the "Standard
Operation" menu (see chapt&r4.9.

A After this, activate the "Switching the Configuration for Evelandling" button(5)in the
"Effects" section and select a configuration. You can manage these configurations in the "Event
Handing menu (see chapte?.4.10.

Please noteConfigurations that are activated by external contact have priority over those which
are activated by the Calendar.
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