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1 INTRODUCTION
1.1 PRODUCHEATURES

Thank you for choosing this higjuality video management system which allows you to capture,
analyze, and record images from multiple sources like cameras and camera servers. This product
leverages extensive expertise and years of experience in videeikamee to deliver a usdriendly
solution, striking an ideal balance between ease of use and functionality.

The software enables multiser concurrent access, providing réiahe live image display, evaluation

of permanent tracks, and review of alarm entries. The system supports a wide range of camera types
and camera servers, including tilt/swivel camera modalpatented panel control field is seamlessly
integrated to provide intuitive control and setup of standard network cameras.

The software offers a comprehensive portfolio of features which include but are not limited to:

- LivelmageView

- Realtime ImageAnalysis

- Advanced Alarm Management

- Motion Detection

- Relay Control

- Advanced Recordinganagement

- Manual Recording

- Network Bandwidth Optimization

- Multi-User Access

- Broad Compatibility of Cameras Modalsd Feature§ONVIF, P)Z
- Intuitive ConfigurationControlPanel

- Camera Configuration Assistant

- Neighbor Cameras

- Calendar Profiles

- Profiledriven Action Management

- EMail Notifications

- Privacy & Data Compliance Features
- Integration with CamIQ Al Analytics

Ly G(KS F2tt26Ay3 aS0GA2ya G(KS az2Fdsl NBQa OF LI
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1.2 SYSTEM REQUIREMENTS

Minimum and recommendedequirementsvastlydepend onthe configuration/ cameras and
activated modules options.

Information aboutsystem &hardware requirementsas well aszompatibility can be found in the FAQ
area on our websitewww.camiqg.net

e

L +49 431 799699-00

@ Cam I Q® = info@camiq.net

Produkte Managed Services Vertriebspartner Service & Support Unternehmen Kontakt Q-

A
CamlIQ Satellite

Intelligente Bildaufzeichnung und Analyse mit System

&

CamIQ AI Analytics CamIQ Cloud Services Anmeldung

CamIQ Al Analytics analysiert unter Verwendung von Fiir die Nutzung der CamIQ Cloud Services in Verbindung Benutzername

neuronalen Netzen die Bilddatenstrome der Videokameras mit CamIQ sowie der CamIQ App bendtigen Sie ein

und klassifiziert erkannte Objekte auf Basis von Benutzerkonto. Fiir die Inbetriebnahme kénnen Sie sich Passwort

vortrainierten Modellen in Echtzeit hier registrieren. Passwort vergessen?
Fehlalarme durch Umwelteinfliisse wie Schatten, © Weitere Informationen zu CamIQ Cloud Services

Lichtreflexionen, Wind, Bewegung von Tieren (wie. z.B.

Insekten) kénnen mit CamIQ AT Analytics, im Vergleich zu Sie haben noch kein Benutzerkonto? Registrieren Sie sich

einer einfachen Bewegungserkennung, in vielen Fallen jetzt!

The use of this software is subject to the corresponding End llisenseAgreement (EULA) of
rosemann software GmbH. The End UsieenseAgreement can also be found on thebsite.
Please read the End UdecenseAgreement before installing and using the software.

1.3 TECHNICAL SUPPORT

If you have any questions or do you need help for the installation, do not hesitate to contact our
technical support.

E-Mail: support@camiq.net

Serviceline+49(0) 431 799 6920
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2 USER GUIDE

This chapter guides end users through CamlQ's core featugessuimathe system is already
configured and fully operational. For detailed instructions on configuring CamlQ, please refer to the
dedicated configuration chapters.

2.1 Login
To login in CamlQ, pleag®low these steps:

A Start the App Start theCamIQ Manager application by rigtlicking the shortcut link on the
desktop.

A (Optional) Select the Servellf you are usingnultiple servers, pleaselick on "Get server list"
and select the CamlQ server you want to conrect

A Login Enter the login details according to your setup and click on the login button.

After 10 incorrect login attempts, the login function will be temporarily locked for 15 seconds.
Please wait before trying again
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2.2 Livelmage

In theLive Imageab the users can access many core functions and see the live imaggact with
the live view using the control buttonte listsin the left column, andhe right-click context menu.

Cameras
List of all thecameras

Layout Plan
Shows preconfigured Layout

Views

List withpre-configuredviews Camera Information

Displays the camera name and
the buttons belonging to it

Monitor
Live images are displayed in the
monitors

Event List
List of Events
Toobar
Tools for editing and navigating
Preview Images live images

Shows preview images Bfvents
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2.2.1 Toolbar
l:.l

Use the plus button to switch view and see more cameras at the same time, e.g., from single view
(1x1) to quad view (2x2), etc., up to 64 (8x8), which is the maximum. Using this button while in the
8x8 view will switch to single view.

Use the minus button to switch view and see less cameras at the same time. Using this button while
in single view will switch to 64 (8x8) view.

Use thegrid-view button to display a view showing the configured neighbor cameras for your
currently selected singteiew track. Using this feature while in muttimera view will show the
neighbor cameras associated with the first track.

4
>

Use the Fullscreen button to switch in Fullscreen mdaereturn to normal window view, use your
mouse to click anywhere on the screen, then press the Esc key.

Use the PTZ button to toggle the PTZ Panel. This button will only work if the PTZ camera function has
been correctly configured.

Upon activating the PTZ panel, the user can use the mouse or@pfigured joystick to orientate

the camera. Simply click on the central pointer with the mouse and while holding it, drag it in the
desired direction (left picture). Alternatively, the usgn also use the mouse directly in the live view
camera screen as a directional pointer (right picture). This feature only works while the PTZ panel is
open. To move the camera to a preset position, press buttons 1 to 8 in the position panel.

If PTZ has been configured with ON¥ltg the presets have already beassigned directly in the

camera wehinterface instead of using the CamIQ PTZ Cameras Ul in Extended Settings, i order

see which preset corresponds wdhat numberin CamlQrefer to thedriver.logfile within the folder
ClCamlQServerlogsdriverd { ST NOK { K SAVElable PTIpréseétS | SE 2B | @ SR g A
configured device id.

¢CKS 122Y FdzyOliAz2y cdal PRy an2t 6 &R
GASG 2N 1T 22Y Ay F2NJ I Of 2aSNJ f 2
button to ensure a clear and sharp image at any zoom level
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Position

Use thel/O Relay button to toggle the state of the configured relay. This only works while in single
camera view. The current state of the relay will be shown in the top right corner of the image when
the info text is visible. A red d{ = means that the relay is either physically or logically
connected, otherwise a white separation iCEEPEI means it is disconnected.

<)

Use this button taactivateaudio, so that when a camera with an assigned audio stream is displayed
on the main monitor, the audio playback will start automatically. The button is normally blended out
- it will become visible only if the feature is supported and has been correctly condigure

Press and hold the microphone buttondendaudio from your local input device to the camera.

If you prefer tostreamaudio continuously without using pusko-talk, you can disable this feature by
unchecking the corresponding option in the Manager Client Settingi®cal Client Settings
ConfigurationThe button is normally blended outit will become visible only if the feature is
supported and has been correctly configured.

10
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Use the recording button to trigger instant recording. This is useful to trigger recording for tracks
which have otherwise recording deactivated.

Use the assign to®Imonitor button to show the selected track alarm on th&ronitor.

2.2.2 Cameras

The Cameras listisplays all available tracks and their current statuses.

The list uses symbols and colors for easy identification

Cameras

Track01

-" Camera is available (green)
." Alarm or a loss of camera signal (red)
E" Camera is a PIcamera

.
-" Camera is recording (red dot)
No camera attached (gray)

If the "Group Virtual Camera Unit (VCUSs) in live image medtihg is enabled in Manager Client
{SiaAay3a m[20Ft /tASYyld {SdadAaAy3aasz GKS OF YSNI & Ay
you to view and manage them in an organized, grbaped format

2.2.3 Layout Plan

The layout plan displays the floor plan along with the positions and orientations of the cameras, and
is only visible if enabled in the Manager (global) settings. You can drag and drop cameras directly
from the layout plan on the monitor live view.

Cameras Layout Plan

11
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2.2.4 Views

This list shows the preonfigured camera view&y doubleclicking on a view the system will switch
to it. This is very practical to switch between groups of cameras.

You can toggle betweesmmulti-camera view and singleamera viewvith adouble-click. Double
click again while in singleamera view to return to theriginalmulti-camera view.

2.2.5 Monitors & Switching Cameras

To switch betweertameradn live view, simply doublelick on the desired tradk the cameras list
You can alsdrag and drop a track onto a monitor to display it.

Alternatively, the user can select a live view monitor and right click on it to open a menu which
allows to select the assigned track. This menu allow access to other features as well, like instant
recording or replay sequence.

12
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When you hover the mouse over the image, you can zoom in and out the image using the mouse
scroll wheel.

Track01
Track02
Track03 .

N
f;;/u . TrackD4

Track05
Track06

Monitor Mode > Track07
Track0D8

v Camera info
View > Track09

Replay Sequence > Track10 /
Track11 /

Track13
Minimize Applicati
I — inimize Application Tockid

Deactivate Monitor Track15
[ o016 ] Track16
17-32
33-48
49-64

Instant Recording

——— — —

13
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2.2.6 Camera Info

With a click on the "Camera Information" button, you can activate or deactivate the camera
information bar- including the monitor symbols for the individual monitors in the upper margin.

Without camera information With camera information

Track Name
The name of the track. An alarm will highlight this field in.

Double click to acknowledge the alarm.

D Recording Status

Shows if the video footage of the camera is being currently recolttdz(i) or not @ white).
You can use this icon to toggle recording, mirroring the toolbar button.

HH Relay Status
The status of the relay. Depends on the configured I/O driveu can use this icon to toggle the
state, mirroring the toolbar button.

Loudspeaker:
Thisiconindicates whether live audio playback for the track is active. When the audio is inactive,
the iconwill display a crosa) instead. You can click it to toggle audio on or off, mirroring
the functionality available in the toolbar. The®nis only visible if the camera supports audio and
has been properly configured.

Microphone:
Thisiconindicates whether the microphone is active or niat., if audio is being sent to the
device or not. When the microphone is inactive, tbenwill display a crossed microphone
instead E). You can click on it to toggle the microphone on or off, mirroring the functionality
available in the toolbar. This icon is only visible if the camera supports audio and has been
properly configured.

14
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B rps:

The frame per second of the current live stream. This number is color coded:

B8 ¢ White/ Gray: Sandard stream
6] ¢ Orange:Fallback stream

. ¢ Red: No stream available

E Error.

There is an error for this track. Hover the symbol to read the error message.

PTZ Panel
A PTZ (Pamilt-Zoom) panel has been configured and is available for this track. Double click this
to activate the panel.

2.2.7 Latest Events

This list shows the latest events / alarms in chronological order. Double clicking on an entry in this list
will switch the user to th&ventstab.

2.2.8 Preview Images

This list shows snapshotss#quenceshat have triggered alarms. Please note that not every alarm
event will necessarily have a snapshot associated with it.

Latest Events Preview Images Preview Images

14:35:17 Track01

15
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2.3 Permanent Recording

In Permanent Recordingpu canaccess your stored video datadselect sequences texportfor
sharing or backup purposes. Additionalgre you carock important video sequences to prevent
them from being overwritten by newer datnd perform RGbased video analysis

Camera
Cameraselection

Sequences

A listing of all sequences
Camera Image

Camera image of the recording

Search
Display of the Smart Search menu

MK E> W L@l B

Sequence Control Toobar
The operation of the sequence Tools used for ta editing and saving a
sequence

Navigation
The entry of date and time for the
targeted search for images

2.3.1 Camera

You can select theamerawhose recordings you would like to see in the list box of thartierd
item.

16
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2.3.2 Sequenceslime Intervaly

The left column displays the start and end times for the selectadera including any locked
sequences.

The example illustration shoveameradata available from
13:35:23 to 14:00:10Thesequence from 13:33:12 to
13:33:24 has been locked and remains accessible even
though it falls outside the timeframe.

Remember that while locked sequences are protected from being overwritten by new data, they
consume storage space. For example, if your track is configured to store approximately 72 hours of
data, but there are three-hour locked sequences from previowseW's events that still require

review, only the last 69 hours of data will be available.

2.3.3 Navigaion & Sequence Control

To access a specific track or view, select an item fronCdraerasor Viewslist on the left side of
the screen. Use thplaybackbuttons or theslider bar to pinpointhe desired time within the
recording, or directly enter a specific time into the box located at the bottom of the left column.

Navigation

Time: 02.12.2024 13:46:15 |8

m Jump to the first image of the sequence

n Go backward one image
n Play backward (clickgainto increase the speed)
u Stop the playback
Play forward (cliclgainto increase the speed)
Go forward one image

m Jump to the last image of the sequence

2.3.4 Camera lmage

When you hover the mouse over the image, you can zoom in and out the image using the mouse
scroll wheel.

17
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2.3.5 Toobar

Use the recording toolbar to perform actions on the recorded sequences.

Set Sequence Star€lick this button to designate the current point in time as the beginning c
your partial sequence.

Set Sequence Englick this button to designate the current point in time as the end of your
partial sequence.

Export SequenceClick this button to include your currently selected sequence irEkgort
Sequencetab list. This step only prepares the sequence for export, it does not export your ¢

Interval Window Zoom:Use this feature to adjust the time window represented by the slider,
distributing the currently selected sequence evenly across the full length of the timeline bar

Neighbor Camerasrthis button will switch to a 3x3 view to show all fp@nfigured neighbor
cameras for the selecteckmera

Decrease ViewThis button will rotate backwards between the following views: single, 2x2, &
Useful for exporting multipleamera simultaneously.

Increase ViewThis button will rotate forward between the following views: single, 2x2, 3x3.
Useful for exporting multipleamera simultaneously.

4+ mmm

Repeat Sequencelap to replay the current sequence continuously. When deactivated, the
device automatically advances to the next sequence.

Lock SequenceTo protect a sequence (or a portion of a sequence) from being overwritten,
can lock it. Locked sequences are indicated by red text in the sequence list

Unlock Sequencéddnlock the selected locked sequence, freeing the reserved space. If the
sequence is older as the lasdrmallyavailable frame, the sequence will be immediately delett

Store Image Add the selected image to thexport Sequenceab list. This step only prepares th
image for exportjt does not export it yet.

Print Image: Click this button to print the currently displayed image. Ensure a printer is
connected to your device before using this function. A comment box will appear, allowing y
add a brief notehat will be printed below the image on the printout. Aftawindow with
printing options will open. These vary depending on the type of printer you have installed.
Printout will include server IP address, usErmeraname, date, and comment.

rjofelsfo

18
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2.3.6 SearchRegiorof-Interesi)

Regionof-Interest video analysis lets you define a specific area within a video frame. The software
then automatically analyses this region detecting events that occurred within it. This simplifies video
review and saves considerable time when lookingafspecific event.

1. {86806 G(KS &4{SINDKé S6AYR2¢ ySEG (2 6{SljdSydSas

Q Stilt tme:
Stop time:

Sensitivity (1

Time to group entries (s):

2. This will activate a grid layout over the image. Use the cursor to select a region of interest.

3. Select a start and end time for the search.
4. Choose a sensitivity setting appropriate for your scenario and image data. This setting
determines the magnitude of pixel change required within the region to register an event.
5 /fAO] 2y GKS a{GFNIé¢ odaicizy G2 aGFNI GKS a8k NI

6. Review the results by double clicking the entries.

19
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Results

2.3.7 Locking sequences

o bk w0 DbdPRE

Select a starting time using the incITI

Define the sequence start by clicking on the set sequence start bn
Select an end time using the slid|=-|_|

Define the sequence end by clicking on the set sequence end tn)n
Lock the sequence using the lock butﬂ

Thelockedsequence will be displayed in red in the left column

ool WM < B > N w3 QBT
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2.3.8 Add Sequence to Export

1. Select a starting time using the slid':'l

2. Define the sequence start by clicking on the set sequence start bn
3. Select an end time using the indTl

4. Define the sequence end by clicking on the set sequence end lﬂn

5. Addthe sequence to the list of sequences to export using the export blEn

The sequence has not been exported ggthorting is a two steps proceblsthe Permanent
Recording tab the sequences to export are selected and added égibetlist. Actual exporting
takes place in the Export Sequences tab.

2.3.9 Bandwidth Optimization

When bandwidth optimization is enabled, a drdpwn menu will appear in the lower right corner.
Useit to selecta stream qualityappropriate for your network capabilities

Bandwith Optimization

Medium Pich

Options: Original / High / Medium / Low Picture Quality
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2.4 Export Sequences

TheExport Sequenceab allows you to export your sequences. We've designed this feature to help
you meet the requirements of various privacy and data protection laws.

Incidents List

List of preparedncidents Incident List

List of prepared Sequences

New Incident Details i
Newly added, unconfirmed incidents AddA Y F2 NXI 0A
for Export

Exporting sequences requires previously selecting irPdr@nanent Recordings the Eventdabs
the data to export.

2.4.1 New Incident
bSgfte& | RRSR aSljdsSyOSas &Sl (2 0S O2yFTANNSRI gAff

2.4.2 Incident

Inthed L y O Aséttoyfyduscan view the total duration of the sequendesthe selected incident
as well as the estimated export file si2Zéou can also remove any irrelevant sequences from the list
daAy3 GKS 45A40FNR {SdSyOsé odzitizy
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art: 03.12

12,

Asingle incident may encompass multiple sequences, and you can select sequences from different
camera tracks. This feature is especially valuable because it allows you to comprehensively document
an event by including footage from various perspectives.

The incident list displays image previews of the start and end frames for each sequence. If a preview
is missing, the sequence may no longer be available in the storageldegasure a sequence

remains accessible for expogither perform the export immediately, ase thelockfeature in

Permanent Recordings. If you lock sequences for exporting, be sure to unlock them once the export is
complete. This will release the allocated space and prevent potential storage issues.

2.4.3 Details

For eaclseparateincident, provide the followingnandatory fieldsn the 'Details' column

I  TransactionrNumber: A uniquelD number

1 Reason for Data ExporExportreason

1 Comment Additionalrelevantinfo, e.g., events
witnesses

The name and role of theggedin userwhich is performing
the exportare automatically recorded

After filling in all required fields, click the "Add Incident"
button.

" Add Incident

Comment:*

The button will be grayed out until all fields are completed.
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2.4.4 Incidents

Once an incident has been added, it will appear in the incelesit

Incidents

1234567890 Administrator 03.12.2024 09:49:49 -
03.12.2024 11:08:43

wWSOASs GKS AYOARSY(dl FYR Y2RAFTEe GKS LINPJARSR Ay T2
modifications.

The user has now several options:

m Discard Incident

Click this button if you wish to remove the incident from the [tis will only
discard the incident related locked sequences are unaffected.

/2 Mark Inddent

Mark the incident with a flatp tag it

[= Export Incident (Server-Side)

Click this teexport the incident on the PC where the CamlIQ Server is
running.This option does not export audio. Use the standard export incident and select a local folder
to export audio.

E’_ Export Incident

Click this teexport the incident on the local PC.
Exporting incidents require special rights which seeupduring the configuration process.

Upon exporting, a popip dialog will ask the user to specify the following:

9 Output Directory. This will only be asked when exporting locally. Sesigs exports will
automatically export in the predefined folder on the server PC.
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1 CamlQ RSX Playdrhis will only be asked when exporting locally. It gives the user the possibility
to include along with the exported data the player which is able to play it.

CamlQ exports video data in its proprietary RSX format. You can use the RSe«pdatyer
functionto convert this data into MP4 format.

O mpa
QORsSX

(@3

Quality

N
.
i ([ Transcoding

MK AE P I HHOQA LD ™ Eoees

1 Encryption Choose whether to export your data with or without password protection. If you
select password protectiorhe video data will be encrypted an@u'll be prompted to enter

the passwordvhenyouaccesghe datawith the RSXPlayer. Tha button will generate a
random password. TPE button can be used to copy the password to the clipboard.
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2.5 Events
In the Eventdab the user wilbe able to seeand reviewall eventgalso referred as alarmsas well as
add sequences to be exported.

The user can filter events either by source camerhyospecifying custom filter.

Cameras
Cameraselection

Events

Filters forsearchresultsdisplay Camera Image

Camera image of thevent

Search Result& Details
Display ofiltered events

rosemann’ )
software -

[ | LEN
0
0o
o
[ | LES
[ | LER
0
[ | LENT
[ | LES

Track02

Sequence Control Toobar
Sequence operation Tools forediting and copying a
sequence
Navigation
Targeted search for sequences Details

Ly¥2Qa | o2dzi
Fyrfearak LY
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2.5.1 Events

Events are listed in the left column and are color coded for easier identification and filtering:

en

e [/ Connection

2.5.2 Filtering Events

To filter eventsselect a camera and give a search term or reference.

Filter

Search Result
1)14.05 11

Reference:
B Unconfirmed events only : Track: Track03
T v ————— Event time: 26.03.2025 11:39:41

Actions:

Event ID: 1296

External data: car (52%)

“4 N2 19 " -

Ira

CameraThis setting allows you to specify which camera(s) will be affected by the filter. Use the
dropdown menu to select a specific camera, or choose "All Cameras" to apply the filter globally.

Search term Type or select from the drepown menu a search term which will filter the images
according to their metadata tag. The drdpwn lists all available CamIQ Al Analytics classes. CamIQ
Al Analytics must be installed and configured appropriately for thasceto produce meaningful
results.

Reference Type a manual reference which will filter the images according to this tag. A reference is a
userdefined parameter assigned to a custom API alarm.
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Confirm All Events

To confirm all events simultaneously, hover your mouse over the "Result (unconfirmed)" number
valueand click. Avarningmessage will appear; click "Ye$ to mark all events as confirmed.

2.5.3 Search Result & Details

| 20SNI Iy S@Syid Ay GKS a{SIFNOK wSadzZ ¢ 6AYyR2g TF2N
1 Event ID Unique CamlQ intern identifier for the event

1 Eventtime The timestamp of the event

i Track The name of thérack

1 External data The associated metadata tag

Search Result

The "Details" window displays image previews whenever pos@bkeleft picture) Image previews

are only available if the corresponding data is still present in the permanent recordings. If the data is
no longer available, the event list will include metadata for reference, but without any attached
images(see right picture) Reviewing and exporting video data will be unavailable in these cases.

Search Result ch Result Details

Camera: (02) Track02

Date: 28.11.2024

Camera: (02) Track02

Date: 28.11.2024

28



@ camo

Cami(®.0

2.5.4 Navigating Events

To navigate events use the navigation bar.

MNavigation

m Jumps to the latest event (chronologically)

Show the events of the previous page (newer)

Refresh the page (e.g., to show new events)

u Show the events of the next page (older)

Jumps to the oldest event (chronologically)

Time:  You can adjust the time directly lyanuallyentering avalue in the field The list will automatically
jump to the event closest to the selected time.

Visualize any configured motion zone directly in the monitor view.

2.5.5 Sequence Control

m Jump to the first image of the sequence
n Go backward one image
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Play backward (clickgainto increase the speed)

Stop the playback

Go forward one image

Jump to the last image of the sequence

u Play forward (clickgainto increase the speed)

2.5.6 Toobar

Use the recording toolbar to perform actions on the recorded sequences.

Set Sequence Star€lick this button to designate the current point in time as the beginning of
your partial sequence.

Set Sequence Englick this button to designate the current point in time as the end of your
partial sequence.

Export SequenceClick this button to include your currently selected sequence irEkgort
Sequencetab list. This step only prepares the sequence for export, it does not export your di

Interval Window Zoom:Use this feature to adjust the time window represented by the slider,
distributing the currently selected sequence evenly across the full length of the timeline bar.

Neighbor Camerasrthis button will switch to a 3x3 view to show all fm@nfigured neighbor
cameras for the selected camera.

Decrease ViewThis button will rotate backwards between the following views : single, 2x2, 3
Useful for exporting multiple cameras simultaneously.

CDEHEBEOHAB

Increase ViewThis button will rotate forward between the following views : single, 2x2, 3x3.
Useful for exporting multiple cameras simultaneously.

<+ smm

Repeat Sequenceélap to replay the current sequence continuously. When deactivated, the
device automatically advances to the next sequence.

Lock SequenceTo protect a sequence (or a portion of a sequence) from being overwritten, y:
can lock it. Locked sequences are indicated by red text in the sequence list

Cl €
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Unlock SequencdJnlock the selected locked sequence, freeing the reserved space. If the
sequence is older as the last normally available frame, the sequence will be immediately del

Store Image Add the selected image to thexport Sequencéab list. This step only prepares the
image for export, it does not export it yet.

Print Image: Click this button to print the currently displayed image. Ensure a printer is
connected to your device before using this function. A comment box will appear, allowing yo
add a brief notehat will be printed below the image on the printout. Aftewindow with
printing options will open. These vary depending on the type of printer you have installed.
Printout will include server IP address, user, camera name, date, and comment.
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3 CONFIGURATION GUIDE

This section will guide the ussor the distribution partners in thenstallation andconfiguration
steps.It will also provide some background about selected CamlQ modules and their functionalities.

3.1 Preparation

If you are installing CamlQ on a computer with multiple network adapters, there are settings you

need to adjust to ensure CamlQ connects to the correct adapter. Network adapters can be assigned a
priority level, also known as "Interface Metric". The adag@amIQ should use needs to have a

higher priority than other adapters. To view the current priorities of your adapters, you can use the
PowerShell comman@et - NetlPInterface

PS C:\Users> Get-NetIPInterface

ifIndex InterfaceAlias AddressFamily N1Mtu(Bytes) InterfaceMetric ConnectionState PolicyStore

Ethernet Enabled Connected ActiveStore
Loopback Pseudo-Interface 1 4294967295 Disabled Connected ActiveStore
Ethernet 1500 Enabled Connected ActiveStore
Loopback Pseudo-Interface 1 4294967295 Disabled Connected ActiveStore

To set the priority of a hetwork adaptesiccess its network properties undenoperties->Advanced
and change the metri& lower metric value indicates a higher priorityypically you can assign the
CamlQ adapter a metric value of 10, and the other adapter a value of 20.

.: Ethernet
~

Netzwerk Mo e PEnstelungen DNS  WINS
Vesbindung hertelien Gber. IP-Enstelungen kinnen automatisch zugewiesen werden, wemn das Ricesen
Pt 0 St At e e e W e [ v
Konfigurieren DHCP-aktiviert

© IP-Adresse automatisch beziehen
Folgende IP-Adresse verwenden:

Diese Verbindung verwendet folgende Blemente
! B Client fur Microsoft-Netzwerke
¥ " Datei- und Druckerfreigabe fur Microsoft-Netzweke /|
V| %8 Npcap Packet Driver (NPCAP|

- Standardgateways:
vl %8 QoS-Paketplaner

lemetprotokoll, Version 4 (TC Y Gateway Metrik
-Muftiplexomrotokoll fur Netzwerkpbliapter,
¥ 5 Microsoh-LLDP-Treiber (O DNS-Serveradresse automatisch beziehen
/ Folgende DNS-Serveradressen verwenden:
Hinzufigen...

Beschreibung
TCP/IP, das Standardprotokol fur WAN-Netzwerke, das den Automatische Metrik
E:aenaugau&ch uber verschiedene, miteinander verbundene Schrittstelenmetrk: | 10 -
Netzwerke emogiicht

Alternatively, this can be done with PowerShell using the commandditample values)
Set - NetlIPInterface - Interfacelndex 8 - InterfaceMetric 10
Review your changes using tBet - NetlPInterface command.

If you installed CamlIQ previously to this chandierdhe system's IP changes, you must perform an
"unbind" procedure using the script "Unbind.exe". This script is located within the
"CACamlQDispatcher Client" folder. Running the script will remove the existing IP assignment from
the configuration, abbwing for a new one.
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3.2 Installation

Please download thiatest CamIiQnstallerfrom the website (vww.camiq.nej andfollow those
steps to completehe setup.

1. Runthe Installer
Doubleclick the downloaded installer file to launch the setup wizard.

2. Accept the License Agreement
Carefully read through the CamIQ License Agreement and click "Agree" to proceed.

3. Choose Installation Folder
By default, CamIQ will be installed in t6&CamlCfolder. You can change this location if
desired.

4. Select Installation Type
Use the dropdown menu to choose the installation type that best meets your project's
requirements:

o PreConfigured Installs themodules required for the selected usase
o Custom:Allows advanced users to select specific modules anebadskrvicesThis option
should only be used by technically proficient personnel.

o]

Select Components
Which components should be installed?

Select the components you want to install; clear the components you do not want
to install. Click Next when you are ready to continue.

CamIQ Server + Webserver + Directory Server/Gateways v
B Clients 78,4 MB

@ Manager 78,0 MB

") Enterprise 176,7 MB I
B Standard Server / Standard Streaming Server 355,9 MB
[ Second Instance of Server/ Streaming Server 151,2 MB
() Third Instance of Server/ Streaming Server 151,2 MB
[ Fourth Instance of Server/ Streaming Server 151,2 MB
Directory Server/Gateways 206,0 MB

~ @ LP Middleware 36,2 MB

Current selection requires at least 653,1 MB of disk space.

Back Next Cancel

5. Application Shortcuts
Select whether you want desktop and Start menu shortcuts created for easy access to CamliQ.

6. Service Scripts
Choose if you want to install service scripts. These scripts can automate tasks like backups or
automatic starting/stopping of CamlQ services.
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7. Firewall Rules

Decide whether you want CamlIQ to automatically configure standard firewall rules. This option

also requires the installation of necessary service scripts.

8. Begin Installation
Once you have reviewed your selections, click the "Install" button to start the installation
process.

When installingnultiple, norrindependent CamlQ systems acresgeralPCs withirthe same
network remember that the "CamlQ Dispatcher Server" service, which acts Garntil€systems’
administrator, should be installed on only one computer.

3.3 Licenss

To use CamlQ you need a valid license.i$taatomaticallygeneratedduring the order process.
Upon delivery, you'll receive a detailed breakdown of your license features ifoRDét alongside a
license activation file iXML format.TheXML fileisrequired to activateyour localCamIQ installation
after initial setup This process varies depending on your license type.

CamlQ licenses can be either:

1 Dongle licensesTied to a physical USB dongle.
1 Onlinelicenses Require an active internet connection.

Please refer to the following sections &tep-by-step instructions.

Report for Dongle 100-300003-B7
rosemann

Dongle Information software
Comment: Date: 28.08.2025
Activations

Art.-No.|Description Licence Number |Activation Code

20001 |camiQ D G

End-User Registration

CamlQ-ID: 10000 Street: Eckernforder Str. 345
Street (2):

Name/company: rosemann software GmbH ZIP: 24107

Name/company (2): City: Kiel

Contact person: State:

Addition: Country: Deutschland
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3.3.1 Dongle Licenses

This is thestandard CamlQ licenssd utilizes a physical USB dongle for hardwlased verification.
This licensing method is ideal for projects deployed on closed networks without internet
connectivity.

Toapply the licensglaunch CamlQ Manager and go to theensesection withinBasic Settings

1.

Dongle Connection

Verify that the connected USB dongle is recognized by CamlQ. If the dongle is not visible, please
check and update the USB drivers, unghgdongle, wait a few seconds, and piltigpackin.

Click on theRefrestbutton to see if the dongle is now visible.

Check Dongle Number
The displayed dongle number should correspond with the number and name of your license
activation file

Activation File
Drag&Drop your XML activation fileat the PDF or click on thd_.oad License Fibitton and
select the file.

ServerRestart
The server needs to be restarted after applying a new license file. Either use thgpoipdow
or manually restart the server using thebnilt button.

Ensure that the CamIQ version of your license file matches the version of your installed software. For
example, a CamlQ 8 license will not work with CamlIQ 9.
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Before importing a new license, please delete the old one usin@#tetebutton.

In the window you can see general information regarding your license:

- Activated If the license is active and correctly registered in your local CamlQ installation.

- Mode: Whether is a dongle or online license.

- Installation ID This is the currently registered license / dongle number. Should match the
connected dongle and license file.

- Status:i¢ KS &aidlddza 2F GKS |LILX ASR tA0SyasSs T2N SEI
GwSadl NI NBIjdzA NBRE @

- Connected DongleThe current USBongle recognized by the system.

- License features counfthis list displays the totditensecount for each featuré module.
When applicable, it also shows the current number of licefieethat feature which arén
use.

- Validity range:Displays when your license / features lose their validitycontinue using
CamlQor a CamlQ featurémport a new license file before the expiry dalfea valid license
for CamlQ or a CamIQ featueenot detected after a short grace period, it will stop working
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3.3.2 Online Licenses

In addition to donglebased licensing, CamlIQ offers convenient orlitensesOnline licenses are
not applicable to the CamIQ Enterprise cligplease note that this method requires mternet
connection. Once your license is activated, brief network interruptions won't affect CamliQ's
operation due to buikin tolerance mechanisms. However, prolonged disconnection from the
internet will result in CamlQ automatically shutting down.

Furthermore, a CamlQ Cloud account is required. Information about the setup can be fdabad in
YSE(G OGBamIQICHBUISErvigeThe user must login in theamlQ Cloud Servicgsction of the
CamlQ Dispatcher using this account information. The CamlIQ Dispatcher is a background service
which can be reached either using tBamIQ Gateway Configuratishortcut on the desktop or
alternatively at the local addresgtp://localhost:8088

test-account-dispatcher.dev

for this CamIQ Dispatcher in order to use the CamIQ

Online licenses can only be activated in CamlQ Manager after you have successfully established a
connection to the cloud services. Attempting to import a license before this step will display an error
message.

Please Drag&Drop the license filbeg XML, not the PDF in theLicensesection of CamIQ Manager
underBasic Settingand restart the server. Your licenses are now loaded and you can start configure.

ElEOmOBEN=F ¥
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3.3.2.1 CamlQ Cloud Services

To use online licenses, a cloud account is required. This section providds/stEpinstructions to
help users creating and activating a cloud accdanthat purpose For additional scopes, such as
setting up the CamlQ App, please check the FAQ section of the website.

1. RegisterAccount
Accesghe websitewww.camig.net_and click on theegistration button.Carry out the registration
process and log on to the website with your new credentials.

—
o {_ o
S

® & +49 431 799699-00
Cam ” Q = info@camig.net

Products Managed Services Where to buy Service & Support Company Profile Contact Q v

CamIQ Enterprise
Central Management Solution for Video Surveillance Systems

CamlIQ AI Analytics CamIQ Cloud Services Login

CamlQ Al Analytics analyzes image data streams from You will need an user account to use the new CamlQ Usainaa

video cameras by using neural networks and classifies Cloud Services together with CamIQ and the CamIQ App.

detected objects based on pre-trained models in real Register here to set up your account. Password

time: Forgot Password?
© More information about CamIQ Cloud Services

False alarms caused by environmental conditions such as

shadows, light reflections, wind, movement of animals

(such as insects) can be significantly reduced in many You do not have an account yet? Register now!

cases with CamIQ Al Analytics, compared to simple
motion detection.
© More...

2. Activate Cloud
Selectt'CamIQCloudh y (G KS KSFRSNJ YR Of A0l 2y da! OGAQL

Welcome My Accountergc ipacic =
® . +49 431 799699-00

@ Cam g Q = info@camiqg.net

Products =~ Managed Services ~ Wheretobuy = Service & Support ~ Company Profile  Contact Q-

ol, |

Choosea CamlIQ namespace ananéirm the CamlQ Cloud terms of uge this example the

VEYSaLl OF Neova lillKk S DSNX Iy 62NR dschdded LA St ¢ YSIE yAy:
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Activate CamIQ Cloud

Activate cloud access for your CamIQ systems here and get access to your CamIQ Servers with the CamIQ iOs App or a browser via the internet.

Na mespace for usernames

Provide a namespace for your CamIQ Cloud user accounts. CamIQ namespaces are unique and make the management of your user accounts easier.
You can, e.g. create the users "admin.xy" and "user.xy" in the namespace "xy".

CamIQ Namespace

Terms and conditions

Nutzungsvereinbarung fir | g 1 Regelungsgegenstand
CamIQ Cloud Services .
(Stand: 31.03.2015) Dieser Vert_rag reg_elt die kosi_:enlose und kostenpflichtige Uberlassung/Nutzung da_ techniscl_'len Systems Ca|_'_nIQ
Cloud Services. Dieses technische System besteht aus Datenbanken, Daten und Diensten, die dem Kunden (iber
Datennetze und entsprechende Schnittstellen in kompatiblen CamIQ Produkten zur Verfligung gestellt werden. Die
CamIQ Cloud Services sind nicht Bestandteil der CamIQ Produkte sondern eigenstandige Dienste, deren Nutzung und
Bereitstellung (ber diesen Vertrag gesondert von der Lizenzvereinbarung geregelt wird.

Die CamIQ Cloud Services dienen folgenden Zwecken:

+ Ubermittlung von dynamischen IP-Adressen von Uberwachungsgeréten und mobilen Gerdten um zwischen diesen
eine direkte verschllisselte Dateniibertragung zu ermdglichen

* Ubermittlung von Benachrichtigungen (z.B. Alarm, Betriebstatus) von CamIQ Produkten an das geschiitzte Web-
Portal

* Nachrichtenverteilung von Benachrichtungen von CamIQ Produkten an unterstiitzte mobile Gerate

* Weitere vom Kunden im Web-Portal aktivierte Dienste

Die CamIQ Cloud Services sind kompatibel mit folgenden CamIQ Produkten, CamIQ Apps und Browsern:
+ CamlQ Installationen Version 5.x, die mindestens einen CamIQ Satellite, sowie den CamIQ Dispatcher und die
CamlIQ Middleware enthalten
* CamIQ App fiir die unterstiitzten Betriebssysteme (iOS 7, i0S8)
* Browser Internet Explorer (Windows) v11.0.9600.17691, Firefox (Windows) v37.0, Opera(Windows) v17.0.1241.53,
Google Chrome(Windows) v41.0.2272.101, Safari(OS X) 8.0.4

Terms and conditions

[ 1 have read and understood the terms and conditions.

The cloud account is now set up and functioial in order to use online licenses, further steps are
required.

3. Create adDispatchet user
P'FAOSNI I OOGAGEGAY 3 || O tistrizkutornabodlBseryipiusinglstandgrdoazbdSuntl RY A y €
information (name, emaihddress).

| 26 SOSNE Dk &a RILISOK ENE ddza SNJ Aa ySOSaal NECa#lQ NI O2 Y Y dzy
system and the CamlIQ Cloud.

Open the user administration component of your cloud accaut Of A O1 A y dCaty) (G KS KSI
/| f 2dnRsgelectial yIF3S ! aSNERa O
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Welcome

@ camo

My Account ==t pcas

L +49 431 799699-00
= info@camiq.net

Q-

Products Managed Services Where to buy Service & Support Company Profile Contact
/| ftA01 2y GKS G/ NSEGSSGdza&RNE NBAzS 1 2FZ aB¥RLE G OKSNE 7
display name, a user name, as well as a password and confirm the process by clicking on the
Add'Savebutton.
Edit user
Role ' Dispatcher
Full name* = Mustermann Erika
Username*  mustermann.erika .bsp
Pagsword sesessseseeseRe ShOW
Password strength  very strong
Save Cancel
After creatingthey S ¢ dzASNE GKAA&A gAff 0SS OAAAO0ES AY
Mustermann Erika mustermann.erika.bsp n
4, Connect to the Cloud
/ 2)/)/30[3 G2 GKS Of 2dzR AY G§KS / YLV

link on the desktop) and enter the newly created Dispatcher gs&rii K A y°

window.

iKS

a/ YLV

5AaL) G§OKSNJ ol C

It 2
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CamIQ Cloud Services

Status

Username mustermann.erika.bsp

Password ssssssssssssnes
Report devices to cloud D
ave

Create an account for this CamIQ Dispatcher in order to use the CamIQ Cloud Services.

You are now able to use online licenses in CamlQ Manager.

3.3.3 License Notifications

When license changexcuror license issues are detected, the system will notify you. Some
notifications are automatically triggered and displayed asffight checks, while otharare
configurable ag-mail alerts

3.3.3.1 Preflight Notifications

Preflight notifications are displayed in the uppgght corner of the Manager. Rigltick the
warning icon to view the notification messages.

softvare

Not all Enterprise Camera Add-on licences are

assigned.

11

In the preflight section you will be notifiedbout licensesvhen:

1 The license status has changed, and a server restart is necessary. This may occur when the
license expires, a new license is manually applied, or the server restart tolerance is counting
down.

1 The system time on the licensed PC is invalid, requiring a server restart. The user will be
notified 2 daysin advance

Additionally,for onlinelicenses only, a message will be displayed when:
1 EMail notificationsfor license changgare not configured

1 The lardware IDof the PC where the server is runnings changedThis will cause the
serverapplication toshut down The user is warned 15 minutes in advance.
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3.3.3.2 EMail Notifications

E-mail notifications can be configured in thessage Sendingb. You can configure to send an alert
when:

The &rverhas beerrestarted

The license check has failed. This occurs when license verification is not possible for an
extended period of time.

1 The first siccessful license check, after a license fail

1
1

E-mail notificationsincludethe dongle mmber of the impacted server
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3.4 CamlQ Server

The CamlQ Server acts as the backbone component of the system. Its primary functions include
receiving the raw video data from the cameras, decoding, recording, and distributing it to connected
client devices.

The CamIQ Server is typically installed as a Windows service and its visual interface is hence hidden.
However, it is possible to manually turn off the service and start it as a GUI application. Generally,
youdo not need to accedhe serverUl. All necessary information is available through tha@nager

Ul or can beaccessedavithin the CONFIG.INile locatedinsidethe folderC\CamlQServer

@ camiQ server D,

Server Info Active Users

10.1.1.151

RVICESETTINC Carver | nmin
Server Login

Username JAdministrator

r is online,

Commands

Copyright © 2003-2024 rosemann software GmbH (Germany). Al rights reserved. [More info...]

Server Info Informationconcerning the current operating status of the setver

- The software version of theerverapplication

- The TCP/IP address and the port in use

- The operating time (runtime)

- The current processor workload

- The number of pictures the server receives, records and forwards to client systems

System StatusThis section displays the processed configuration files and their associated protocols.
Active Userslists all currently connectedients including their IP and connection durations.

Server Managementinthe "Server Login" sectioyou canlog into perform actions such as
restarting or shutting dowthe server

¢2 Fyrtel S aSNWSNI AdadzsSaz 6S NBO2YYSyYyR aSidaAay3
"debug". By default, this parameter is either empty or set to "info". Doing so will generate a more
detailed log of application events, including potenisalues, which are recorded in the app.log file

located at G.CamlQServeYlogs.
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3.5 CamlQ Manager

The manager ithe primary interface to the CamlQ Server, acting as a configuration client as well as a
data consumer and visualizer.

3.5.1 Login
To login in CamlQ Manager in the Info tab:

1. Language
Select your preferred language (German, English, or Dutch) by clicking the corresponding flag.

2. Connect to LP Middleware
UnderConnectionenter the IP address and port of the LP Middleware

Typically the LP Middleware is reachable at the address localhost:1009, but this may vary
depending on your setup. You can verify this by accessing the CamIQ Gateway Configuration and
see the details for the LP Middleware.

3. Pick a Server
Now click on "Get server list" and select the CamIQ server you want to connect to.

You can also select a different server anytime by using the-domg menu on the right corner.

rosemann’
software.

10.1.1.151
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4. Bandwidth Optimization (Optional)
If enabled in the CamlQ Manager Local Client Settings (by defdidaided), this option
optimizes Manager usage for networks with limited bandwidth.

Only activate the bandwidth optimization in a WAN. It should remain deactivated in a LAN
because the picture quality will be reduced.

5. PasswordOptional)
By clicking on th&eyssymbolleft of the login buttonyou can change your current password
(provided you have been granted the necessary permission).

After a fresh installation, you can log in using the username "Administrator" without a
password. For security reasowg strongly recommend changing thliefault empty password
immediatelyby navigating to Configuratiot» Basic Settings User> User List.

6. Standard Login
Enter valid account credentials in théserand Passwordieldsand click on the login buttan
After 10 incorrect login attempts, the login function will be temporarily locked for 15 seconds

The Manager supports the fourye-principle which can be activated by clicking on the
corresponding button. When using the feaye-principle, two passwords are needed in order to
connect. The use of this function requires that the user account in quelséietbeen configured
with a corresponding four eyes password.

Alternative LoginMethods:

1  Default User To login automatically with a standard, prenfigured username, modify the

@1 f sEhdatdUserNameé= A YCONFIGSNEAE S Ay (GKS YIyl 3ISNRa

at the addres<\CamIQManageh Configuration

1  Current Windows UserUse the active Windows login to authenticate using Windows
Active Directory (AD). The application will require access to an AD sergeir¢s an
additional CamlQ license and compatible Windows vergidte more information please
contact CamlQ Support.

1  Transient UserThis type of login makes it possible to login using\Bttransponder. The
prerequisite for this is a compatible ABI installation and-addnodule. For more
information please contact CamiQ Support.

If another user with server configuration rights is already logged in, you will receive a warning
message. While multiple users can be logged in simultaneously and perform actions without
restricting each other, it is recommended that they coordinate #aivities. This helps prevent
conflicting configuration changes that could inadvertently lead to unintended results.

Start Configuring Once you are logged in, you can use the various tabs available to navigate to other

Manager areas. To open the Manager's configuration section, select the "Configuration” tab.
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3.5.2 Active Directory

Active directory is a service developed by Microsoft for dontgised accesand can be used to
login irto CamlQ.

After configuring Active Directory, you mysbceed with the following steps:

1.

SPN

Register a new Server Principal Name (SPN) for the user intended to utilize the AD login feature.
This registration should be performed on the PC where the CamlIQ system is running. Execute
the following command line from an administrator command promptuating it with your

specific data:

setspn.exe -S CamlQ_Server_Service/<NameOfPC> <NameOfDomain>\<NameOfUser>

You can find the name of the PC in thelRfG section under device specificatiofifhie name of

the domain and the user depend on your network configuration and which users you have set
up in active directory.

To check that the SPN has been added correctly, you can run the command:

setspn.exe -L <NameOfTheDomain>\<NameOfTheUser>

which will list all SPN for this domain / user.

ServerConfig

¢ KS & {t tparameétériwithinthef A £ S
0 @ CamlQServetg 0

a / hobn@ intbedsénkel falder
Y dadjustediviéh the name of the service and PC:

[DirectoryService]
SPNName=CamlQ_Server_Service/<NameOfPC>

Service Login
The login configuration of the CamlQ Server service must be adjusted in the services tab. Open
iKS aSNBAOSaszr asStSOd GUKS /I YLv

Manuell Eigenschaften von CamlIQ Server (Lokaler Computer) X
& Manuell
&k CamiQ Ser
& CamiQ Ser
&k CamiQ Set
&) CamiQ Ser
&) CamiQ Str
£, CamiQ Str
& CamiQ Str

Manuell Allgemein Anmelden \Wiederherstellung  Abhangigkeiten

Manuell
Manuell Anmelden als:
Manuell

Lokales Systemkonto
Manuell

Manuell Datenaustausch zwischen Dienst und Desktop zulassen

Alle Aufgaben Manuell

& CamiQ Str Manuell © Dieses Konto: adtestuser]

&2 CamiQDis Aktualisieren Manuell

&) CamiQDis ainie Kennwort: CXYTITTITITIT T

) Cap(‘uQrESe tio.. zanue:: .

& Clientlizer Hilfe Aicr.. Wird au.  Manuell (Start] feumoitiectitgenzyy cesesresecssess
Withinthe properties, # 0Saa GKS [ 23 hy {§&ndaldtheSAttideirectarg KA & |
dza SN , 2dz Oy dzaS U0UKS da. NRgasSe¢ odziuzy 02 KSt LI
this user.
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Ensure that the user has enough rights to access the files within the server folder. If the server
configuration files are not accessible because of insufficient permissions, the service will not operate
properly when using this login method.

4,

CamlQ Role

In CamlQ Mnagefts Roles tab, add a new role and narhafier the Active Directory Group

dzy RSNJ 6 KAOK (KS ySé !'5 dzaSNJ 61 & NBIAAGSNBROD
G2 NRtSa GAl& YSYOSNEKALI Ay ! OGAQGS 5ANBOG2NE

+ User assignment to roles via membership in Active Directory group
Upon ticking this checkbothe manager checks if this is a valgergroup. If is valid, the
standartﬂ symbol will be displayed, otherwise a warning syn. will be shown.

Restart
It might be necessary to wait some time or force an update for the changes to take effect.
Additionally, estart the AD directory server and local &r applying the changes

Login Mode
Ly GKS f23Ay Yiral 2F /FYLv alyl 3%nKlickest SO
G[ 23IAYED

Login
Status Not logged in

LP Middleware: localhost: 1009

10.1.1.151 - Alarm Station01
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3.5.3 Server Status

To access server status information, click @@nfiguratiortab in the top navigation bar. This will
open theServer Statusienu under theStatus/Infofunction group. Thé&erver Statumenu provides
valuable diagnostic information about the server.

Configuration 2 ;E?ff:@

T  Server Application Version
Version information of the connected server.

1 External Arming
This section displays the current status of the external arming. If the status is 0, no arming has
been detected, if the status is 1, an arming contact has successfully been established.
Additionally, the current standard operation profile and event hamgliprofile are shown.

1  Server Information This section displays key information about the server's status

- Number of Active Connections
Shows the number of users actively logged in. The number outside the parentheses indicates
licensed users (those with individual user logins), while the number inside the parentheses
represents the total number of logged users, including CamlQ systenersswho are
exempt from licensing requirements.
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- ServerRuntime
Displays the duration for which the server has been running.

- CPWsage
Indicates the percentage of the CPU's processing power currently being used.

- FPS In/Recording/Out
Shows the number of images the server is simultaneously receiving, recording, and
forwarding to connected clients.

- Error Relay
Shows the status of the error relay (Active / Inactive).

- Operation Status
Displays "Healthy" if no servside track write errors have occurred, and "Unhealthy" if
errors have been detecte

- Streaming Server
Show if there is a successful connection to the streaming server.

9 Files (Tracks) Status Info

- Files (TacK) List
All established trackg\ctive tracks are displayed in green.

- Statistic informationabout the select track will be displayed:
- The amount of image data in the current block in kilobytes
- The overall number of blocks written to in this track (up to now)
- The oldest unlocked image entry in the track
- The number of images written per block in the track
- The average block size in the track in kilobytes
- The number of the current block
- The progress made writing the current block
- The progress made writing the current image
- The amount of the locked areas in proportion to the total track
- Satisticswhichevaluate the track's current recording duratiand estimate the
recording length The longer the measuring period, the more exactekmation

1 Signal Status
This indicator displays the signal status of the Virtual Camera Units (VCUSs). A green signal
indicates a functional analog connection for the corresponding track.

1 Recording Status
This indicator shows the recording status of each track. Green tracks are actively recording,
while gray tracks are not currently recording.
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3.5.4 Lodgfile /Protocol

TheLodfilefunction menu logsnanyserver processegonfiguration changes, and status warnings

9 Filter and navigatehrough the protocol pages using the buttons in Navigation

m To the last protocol page (the newest entries)
n One page backward
One page forward

To the first protocol page (the oldest entries)

Alternatively use thdate / Timefield to select a time of your choice to jump to that point in the
logs.

1 Lodgfiles
There are several types of log entries, distinguished by color:
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- System messaggsed)indicate actiongo the systemand connected devices.g.,starting
and shutting down the server.

- Security messageblue) deal withCamlIQ internal communication améta security such as
the locking or deletion of image data.

- Communication messagggreen)report the communication to other site.g.,the sending
of e-mails.

- Miscellaneous messagdtight blue) do not belong to any of the categories listed above and
representstatus message®.g., CPU and Memory usage

1 Export
This button will export the protocol as a text file in a folder of your choice.

1 Delete
Delete all the current protocol entries. The deletion of the protocol in itself will be logged and
will be the first entry of the new protocol.

¢2 ylFrtel S YFIylFr3aSNI AaadsSas S NBO2YYSyYyR aSaiday3
to "debug". Doing so will generate a more detailed log of application events, including potential

issues. The logs are recorded in the app.log file locatdteaiddress €CamlQManageilogs. This

file potentially offers more information than the protocol details displayed in the Logfile menu.
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3.5.5 Sae/ Load
In the Save/Loadnenu, you can export and impattte server configuration.

ces  Configuration

1 Export Configuration
Click on theexport Server Configuratidmutton and specify the directory and the file name. The
exported file will be in CSC format.

T Export Calendar
Click on theexport Calendar (Working Days / Holidaysfton to export exclusively the calendar
settings. A standard CSC will be generated with only calendar info.

1 Import Configuration
We advise to export the current configuration before importing a new one. Tick the checkbox
attSrasS YFH1S adaNB (G2 KI @S | o6l Oldzld I @At ot Sé
select a compatible CSC file. You can select which elements of theaahponfiguration you
wish to really apply and which are to be ignored.
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Not all server configurations from previous versions of CamlQ are supported. Using incompatible
configurations may result in errors and / or data corruption.

Here is a list of the most common configuration components:

ACCONFIG.DAT: Configuration for establishing the active connection
ALARMCFG.DAT: Event handling

CALENDAR.DAT Calendar

DEVICES.DAT: Devices/Image sources

ERRORRELAY.DAT Error relay

EXTACT.DAT: External arming

LICENCES.DAT: License

Make certain that you deactivate this entry if you plan to use the
configuration file on a device other than the one on which the
configuration file was generated!

Thisfile is linked to the dongle. If another dongle is connected to the
computer, the licenses will no longer be accepted!

MESSAGING.DAT: E-Mail

MOTDET.DAT: Alarm zones

PERMANENT.DAT: Standard operation
PRIVACYZONES.DAT: Private zones

PTZSERIAL.DAT: Standard network cameras and tracking
SERVICESETTINGS The menu service

TRACKADV.DAT: Further track settings

TRACKS.DAT: Basic track settings

USER.DAT: Users

Make sure to always load the files DEVICES.DAT and USER.DAT together! Both files are dependent
upon each other for technical reasons. Loading only one of the two files can lead to a corrupted
system state!

1 Restart
A server restart is required after updating the configuration. Do not shut off the computer while
CamlQ is restarting.
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3.5.6 Servicdntervals

Smooth performance can be guaranteed only when hardware maintenance is carried out regularly.
For this reason, the Manager offers you the option of entering the next service appointment along
with a description of the work that is to be carried out; theeuwvill be notified when the

appointment date has arrived.

1. Activatethe reminder function in théNext Service Intervéield as well as enter the appointment
date. When the service appointment is due or exceeded, the date display turns red.

2. Enter the addres®f the servicing company that will be doing the maintenance work in the
Service Partner AddreBsid.

3. Enter theactions to specifywhat type of work should be carried out. This way the technician in
charge knows precisely what is to be done and can undertake comprehensive maintenance.

Areminder messagwill appear on the due date after the user has logged in.

Info

Info: The service interval was planned for 19.11,2024.
Please contact your service partner /fadministrator.

54



@ camo

Cami(®.0

3.5.7 DeviceConfiguration
Connecting your cameras to CamIQ requires configuring theeevitey establish the link between
the software and your physical camera hardware.

To configure the devices go @onfiguration> Basic Settings Devices / Picture Sources

Devices can be configured manually, or sentiomatically using the CamlQ Camera Wizard
assistant.

Before configuring the camera devices, please make sure that the cameras are reachable in the
network and that they are configured to accept incoming connections over the desired protocol. This
can usually be tested by accessing the camera web interfapetiie computer where the CamIQ
Server is installed.

3.5.7.1 Automatic Configuration: CamIQ Camera Wizard

The CamIQ Camera Wizard guides you through the process of configuring your cameras and
migrating them into the CamlQ environment. The tool offers a convenient and intuitive way to setup
all devices andheir trackassignmendin a single, coordinated configuration step.

1 Click on theDevices / Image Sources Wizdndtton underthe Configuration> Devices/Image
Sourcesnenu to open the Camera Wizard.

.
@camlo dministrato Info Live Image Permanent Re

Status Driver List

Faststream Camera

Extended Settings

Expert Settings

Manager (global)

Client Settings

1 The Camera Wizard automatically searctiesnetwork for available cameraPlease note that
only cameras that support SSC8M(ple Service Discovery ProtgautivatingUPnPmight be
requiredfor this to work or WS Discovery\(eb Service Discovergan be discoveredf a
camera doesn't appear in the list, check its network settings to ensure it is properly configured
for discovery.
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The Camera Wizard is divided into 3 sections: discovered devices, manual devices, and tracks.
Additionally, at the bottom of the windoya log of the performed operations is shown.

1 InthesectionDiscovered Devicdise following parameters are shown:

@ CamlQ Camera Wizard

DISCOVERED DEVICES

Host Config Name Description

10.1.1.202 Model AXIS P5635-E

+
10.1.1.201 Model AXIS P3267-LVE +
+

10.1.1.191 - Sony Corporation KD-75XE8596 BRAVIA =

Host The IP address of the device

Name The name of the device

Config Reports whether the device is known and present in the database
o0 "Model": A configuration is available for this specific model.

o "Vendor": A genericnanufacturerconfiguration is availablebut not for the specificmodel
o "-":No configuration is available.
Description The device description.

In the sectionManual Devicesthe user has the possibility to add and configure a device which

was not found by the discovery procegsh YL & Of AO1 2y GKS 4! RR RSOA
the information.This option provides the highest level of customization, allowing you to name

the track and group, as well as adjust thelRparameters of all streams.
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MANUAL DEVICES

Host
191.168.1.1

1 IntheTrackssection the available tracks alongside their current configuration and camera
assignment are shown.

TRACKS

Track Track name Camera Status Migration

13 Trackl13 localhost Streaming
14 Track14 localhost Streaming
15  Trackl15 localhost Streaming
16 Track16 localhost Streaming
17 Track17 10.1.1.201 Streaming
18  Track18 Unused
19  Trackl9 Unused
20  Track20 Unused
Track21 Unused
Track22 Unused
Track23 Unused
Track24 Unused

Track25 Unused

Load tracks Add legacy upgrades ~ Add new cameras Start migration

- Track:The number of the track

- Track NameThe name of the track

- CameraThe IP address of the camera to be configured.

- Model: The model of the camera to be configured

- Status:The current status of the track

- Migration: The current migration scenario to be performed
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f  Adding CameraClick on either th button in the Discovered Devicesction2 NJ (1 KS a&a! RR
RSOA OS¢ 0 ManinDgvicdsgctiont&®nfigure a new camera

Group Device Name:  Test PTZ Camera

Track Name: Main Entrance - Building 3
IP: 10.1.1.202

Port: 554

Username root

3k KK

Password:

Manufacturer: Custom

Url - Stream 1: /axis-media/media.amp?resolution=1920x10808fps=25
Url - Stream 2: /axis-media/media.amp?resolution=800x4508&fps=25
Url - Stream 3: /axis-media/media.amp?resolution=320x180&fps=25

Keyfame Requesting: | Axis

RTSP Transport: RTSP / UDP

Cancel

1. Enter a descriptiv&roup Device Namélhe nameof group representinglifferent resolution
streams from the same camera source.

2. Enter a descriptivdrack NameThis is the name that will be assigned to the traxiault is
TrackO1 for the first tracketc.

3. Enter thecamera details IP Address, port, username, password.

4. URL Request String€onfirm preselection, edit, or create new custom URL request strings
for your camera. Use the manufacturer and model dropdowns to finecprdigured options

matching your camera’ou can use thﬂ button to open the RTSBniversalConfig tooland
check the request strings

5. Transport Method:Confirm or modify the transport method to be used for the video
streams.

6. CheckandSavé:2 Yy G NPt @2dzNJ Ay LJzi yR Of A01 ahYé @KSy
configuration information is missing or deemed unusable the OK button will not be clickable.
The new device will appear in the manual devisestion

7. Track assignmeniDrag&Dropyour newly generated device to the desired track within the
Trackssection
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MANUAL DEVICES TRACKS

Host Track Track name Camera Status Migration x

10.1.1.202 Track01 10.1.1.202 Unused Create with streaming %

T
D) Track02 Unused
3 Track03 Unused

In case of a mistaken Drag&Drop, e.g., wrong track, please selem theton to cancel and
reset the assignment.

8. Repeat for all camerasConfigure all cameras as required

9. Naming styleBy default the Camera Wizard creates the streams with the naming schema
G{GNBIY MéX G{GNBIY HéX G{GNBlFIYoéd LF &2dz 42«
please tick the checkbox offered by the buttGonfig (Stream Namea) the right bottom
corner of the interface.

[] use the alternative stream naming schema (HQ / MQ / LQ) instead
of the classic naming schema (Stream 1/ Stream 2 / Stream 3).

oK Cancel

Config (Stream Names)

10.Apply:/ £t AO1 2y GKS a{GFNI aA3dNIdA2yé odzidzy G2 |
respective tracks.

Start migration (1)

11. Check the logAll operations are recorded in the legctionat the bottom of the interface.
Check the status of the migration in the log window and wait till is completed.

Info] Discovered 3 devices.
Info] Processing track 17 ...

Info] Finished processing track 17.

Info] Successfully migrated/created 1 tracks.

12. Check the tracksClick on thd.oad trackdutton and check the newly created tracks
assignments.
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TRACKS

Track Track name Cam Migration

1 Main Entrance - Building 3

ipgrades  Add new cameras Start migration

13. Close To go back to the CamIQ Manager window it is necessary to close the Camera Wizard
as otherwise the Manager Ul will not be interactable.

14. Don€d : The Camera Wizard created the devices and also the track assignments.

Devices / Image Sources Groups

194 Stream 2

Alternatively, for cameras which have known configuration, stefan be skipped. Simplyad) a
camera from the Discovered Devices list and drop it directly onto the Track where you want to place
it. If you chose for this alternative method, tegstem will automatically create a default group and
track name based on the camera's reverse IP addmdsnodel(e.g., 202.1.1.1Q P5635E,

Track0). DefaultRTSRequest strings will also be appliethe camera credentials will be requested

by a popup windas upon starting the migration.

Device: 10.1.1.202 /

Username: root

KK KX
Password:

] Use name of existing device (if available; takes priority) 202.1.1.10 - P5635-E

Use auto-generated device name 202.1.1.10 - P5635-E- 1

OK OK (all) Cancel

1 If all of your configured cameras scheduled for migration share the same login credeydials
Oy dzaS GKS ahy ol ffo0é 0dzid@naldévicest dzi 2 YIF GAOF f £ &
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The Camera Wizard builds on a database ofgmefigured cameraettingsto help you configure

your cameradevices The dataset iglivided intogeneraldeviceslocated infolder

C\CamlQServeYToold CameraWizardlevices, and projectspecificdeviceslocated infolder
C\CamlQServeYToold CameraWizardlevices-custom.Providedyou have access to an active

internet connection, you can updathe generadevicesusingll KS & ! LRI 4GS P&@h OS RI G
Advanced users can add additional devices or editiegj ones in the projeespecific folderThe

settings in the devicesustom folder have priority over those in the general devices foldiay.

modificatiors should be made in the custom folder and not in the general folaeotherwisethey

will be overwritten when the database is updated or Caml@pgradedto a newer version.

[Advanced UserT o create a new entry for a camera which is not present in the database, please add
/ copy-paste the JSON structure and modify the fields according to your prefer&heepredefined

URLSs list shows the streams in ordet, from 1 to 3. A new file JSON must be created if the
manufacturer is not knowrlt is advised to separately test the request strings with the RTSP Universal
Config tool in advance to verify that they work

{} axisjson

"identifiers": [
{ "manufacturer":

1,
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3.5.7.2 Manual Configuration

While the Camera Wizard offers a quick and easy setup process, manually configuring your device
allows for more precise control over settings and features. However, this method requires a deeper
understanding of camera parameters and may take longer toptet®. In some cases, the Camera
Wizard may not support adlevices oicamera features, making manual configuration necessary

To configure a device select a driver from thever Listand drag & drop it with the mouse in the
Devices / Image Sources Groups

Info Live Image Permanent Recording Events Export Sequences Configuration

P Extended Settings
P Expert Settings
P Manager (global

P Client Settings

For most standard cameras, selectintage Source via RT8RealTime Streaming Protocdh
recommended. However, depending on your camera's manufacturer and desired features, a
different typeof drivermay be necessarylpon creating a new driver, a configurable window will
appear on the right.

Some drivers are listed as legacggacy drivers are no longer
supported for configuring new cameras but remain accessible for
existing setups

Even if your camera manufacturer is specifically listed with its own
custom driver, it does not mean that you should use that driver to
configure your camera. The driverlieused depends on the desired
feature. For instanceo setup a new AXIS camera for standard video
data, select the Image Source via RTPS driver. However, if you require
PTZ or I/O functionality, use either the AXIS Camera driver or the
ONVIF (PTZ u. I/O) driver. The standard Image Source via RTPS driver
doesnot support these features.
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The following will explain the setup options of the Image Source via RTSP driver.

DevicelD 943
TCP/IP address
User

Password

~ Continously check device availability £} Device / Image Source Setup

Please also check the corresponding fire wall settings

TheBasic Settingaindow shows the following configurable information:

1. Active Toggle this to activate the device after completing the configuration proCady.
when active will the device connect to the camera and retrieve video data.

2. DevicelD: This is a unique, systegenerated identifier for the device. It serves as a
reference within the system.

3. Device / Image SourceéAssign a descriptive name to the physical device it belongs to, e.g.,
G{G2NI 3S w22 Y&l RYWI .adiiimNA DS

4. NameY t N2PPARS | RSEAONALIIAGS yIYS FTzwEO0Kkea aLSo

The same camera / video source is typically configured with two or three streams of different
resolutions and configurations. Those streams server different purposes, e.g., one for
recording and another one for polling and detection.

It is highly advised not to use a single stream for everything because this would overburden
the CPU and deny the possibility to resort to a fallback stream should the main stream
become unavailable.

5. TCP/IP addres€nter the IP address of the device. If a port is necessary, you can add this to
the IP address by using a coleng., 192.168.0.1:80

6. E: This button opens a link to the web interface of the device. The username and password
of the device must be entered separately by the user in the web browser interface.

7. User. The username of the camera user. This is the same username that is used to login
within the camera web interface.

8. Password The password of the camera user. This is the same password that is used to login
within the camera web interface.
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9. Continuous check device availabilit€heck this if you want the device to be constantly
monitored.

10. Device / Image Source Setuphis button opens th€amlIQ Universal RTSP Config tdidie
tool is used to configure the request string and other parameters which are required to
retrieve data from the physical device.

The tool will only work if the IP, username and password are entered correctly, otherwise it
will be unable to connect to the device.

@

Defaults TheManufacturerandDevicefields nclude predefined request strings to help with
the initial setup if the device's RTSIRL is unknown.

Request The CamlQ Universal RTSP Cdoodiginteracts withcompatibledevices through
thisfield, whichspecifies theRTSP URL stringeded to access device data and functionality

The request string is not defined by CamlIQ, rather by the API of the camera manufacturers.

For example, many devices produced by the camera manufacturer AXIS have a base request
AGNARY3I 6AGK GKS YSRAEaNFGRATF DN Ldpeliic trikidicRnh a | 4 S |
be extended by listing several parameters, e.g., resolution and frame per second, giving as

NB & dzf 0 G KSY SIRIANRAKYYISYR AGl kP IEYALAK NB &8 2 f dzi A2y T MbH N EMAy
are also defined by the camera manufacturer.
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Different manufacturers have different request strings. Please search in the online
documentation of your camera manufacturer for more information about the RTSP URL
request string of their cameras and how to configure them.

Transport Method Select the protocol and security level which should be used to connect to
the camera. Depending on the choice of transport method it might be necessary to adjust
the camera network settings in the camera web interface.

RTSP portSpecifies the port used for the RTSP connection. The default port number varies
depending on the selected transport method. You can adjust this setting according to your
network configuration.

Buffersize This setting determines the amount of memory allocated for temporarily storing
picture frames. Set this value to at least the size of the largest expected frame. The unit is
kilobytes (kB). The default value is 1572 kB.

About thebuffer size:

1 If the buffer size is too small, you
may experience artifacts, such as
visual distortions, in the lower
portion of the imaggas shown in
the left picture) This occurs
because the buffer doesn't have
enough space to process the entire
image

9 If the buffer is too high, this will
CONsume unnecessary resources.

The buffer is stream specific; this mear
that if you experience artifacts in your
recorded video is likely sufficient to
adjust your top resolution stream.

Videa By default on, this option allows you to capture video data. If your device serves a
different function, you can disable it.

Allowed codec formput stream This field specifies the codec for the input stream, e.g.,
H264 or JPEG. Theito Detecbutton can be used to automatically detect the codec used by
the stream.

Use recording only modeThis flag serves for internal optimization purposes and should be
toggled on for all streams which are not directly used for Polling / Detection.

ONVIF Detectionlf the camera supports ONVIF, is possible to call the ONVIF API to retrieve
ONVIFstandard video request stringsing the buttorDetect

ONVIF stands f@dpen Network Video Interface Forumndis an open industry standard that
promotes a common data framework and development interface between camera devices
from different manufacturers.
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